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Abstract. Nowadays, social media is t ain ce of all global and

tion of fake news and mis-

or information can reac er of the world within seconds. It
is quite hard for a 1 jal media user to distinguish fake news
from real one. Even timed social media users cannot distinguish the
fake news while ssgid ipfthe same location of that real news. Hence,
in this paper oposed a location-aware blockchain-based news

1N Introduction

In this era of technology, social media has brought everyone closer. We can be
more interconnected to each other than before through social media. At present,
news of any incident propagates throughout the world within a second through
social media. Though it has made our life easier, it has some demerits too.
People tend to believe everything they saw on social media [1]. Generally, we
are not in a critical mindset whenever we scroll the news-feed of a social plat-
form. Thus, we do not bother to cross-check the veracity of that particular news
and often make it viral by sharing without thinking. Moreover, a survey ran
by Pew Research Center in 2020 [2] stated that about 52% of Americans prefer



digital platforms as their source of news. So if a piece of misleading information
gets viral on social media, it might cause much more damage.

In 2012, a series of assaults conducted by the local mob on Buddhists minority
in Ramu, Bangladesh [3,4]. 22 Buddhist temples along with two Hindu temples
and 100 houses were destroyed [5] over a false allegation of posting a photo of
burned Quran by a Buddhist male on Facebook. In 2020, a rumor propagated
through Facebook that, a certain amount of human heads are needed to be sacri-
ficed for the Padma Bridge Bangladesh [8], and children are being kidnapped for
that purpose [9]. This rumor eventually caused some major violent events. There
were mob killings of eight people [7] on suspicion of child kidnapping, b

a religious group caused 4 deaths and several injuries [6,9]. Th&yi test
started in the first place when a screenshot containing a hate conweégation akout
the holy prophet of Muslims got viral on Facebook. Later the :
the alleged Facebook account got hacked and, the hackerginté ally made

Misleading information often puts risks to public h
2020, a piece of misleading news got viral thateddeth cay cure Covid-19 [12].

ioning after consum-
mmers/hackers put fake

Nowadays, it is hard to decide whether a news is fake or real. If the task to
validate a news is given to any orghniz&ion, there is no guarantee that the or-
ganization will be unbiased. As fRat
and responsibility to certify ws, il some extreme cases, the government or
i 1% pressurize them or they can be easily cor-

be done anonymously. roposed system, the system will be integrated
anner that the users of any social media will act
as validators of
certify any S O
maj bidg rced by any other organization or individual.

the Paper: The remainder of the paper is organized as fol-
explains the background study. Related work is described in
ection 4 explains property comparison between our proposed sys-
tem other related work. Section 5 outlines the preliminaries. The working
methodology of our system is discussed in Section 6. Section 7 briefly analyses
the features of the protocol. In section 8, we have analyzed the blockchain based
performance of our proposed system. Lastly, conclusion is included in Section 9.




2 Background

Though our proposed system can be implemented with any other technology, we
choosed to implement this idea with blockchain technology which is way more
complicated but secure than any other traditional technologies [25], [26].

Blockchain is a chain of blocks that interface with each block through a
cryptographic approval called hashing function. Blockchain is also known as
distributed ledger as it is customized to record monetary exchanges and to store
the record in a decentralized manner [24], [23].

In our proposed architecture, we proposed to store our validation regprds in

with the record, as copies of all the transactions will be stored Ny uter
of every participant node. In order to tamper with information,t# hacker\will
have to recalculate all the hash values and will have to changd
of copies of the chain that are distributed in the netwo

makes it an open innovation where nothing W covered up and diminishes the
opportunity of discrepancy.

Blockchain technology ensures the freedom of speech as there is no central
governing body, and it’s completel
reclaim their opportunity. Trangfer va and administration only can occur on
an overall scale of utilizing & entralized organization at a worldwide level,
which also can eliminate erQfisites from any administration.

BYgkchain and Al as well as the research problems and limitations.

er study [14], authors elaborately reviewed the impacts of fake news
along with the amenities of implementing Blockchain technology with advanced
AT algorithms in social media to improve mutual trust and prevent fake news.
In that paper, they provided a basic overview of Blockchain in terms of privacy,
security, validity, transparency and freedom of speech. In an article [15], A.
Qayyum, Et al. proposed a Blockchain-based news publishing framework where
news publishers can join and publish their news through a publisher management
protocol that registers, updates, and invalidates their identities. The news can be
validated by the honest miners using consensus mechanism and upon validation,
the news can be added to the chain. In a research [16], I. S. Ochoa, Et al. proposed



a system based on centralized Blockchain to detect fake news in social media.
In their proposed architecture they defined the news sources as full nodes and
the validators as miner nodes. When a piece of news deploys as a block in the
chain, the miner nodes can validate the block, and using the PoS algorithm the
reliability of that block can be increased or decreased. In another research [17],
Paul, Et al. proposed a similar architecture with a decentralized approach. There
are several related research based on technologies other than Blockchain. M.
Granik, Et al. [20] proposed a model to detect fake news using naive Bayes
classifier, in 2017. They used a data set collected by BuzzFeed News to train
their model. They split the data set into three parts, the first one for tgaining
the classifier model, the second one to calibrate the model, and the thirdone to
test the performance of the model. In 2018 [19], D. Vedova, ¥
novel machine learning based approach to detect fake news in

another research [21], J. C. S. Reis, Et al proposed a supervis ed
approach to detect fake news in social media. In their meghod ¥ explored
different attributes extracted from the news content, sofgce y social media
and classified these attributes through various classifegg ( NN, Random

Forests, Naive Bayes).

4 Comparison between our arclfigectufe and the related
works

In this section, we show the results R.Oight properties of our architectures.
If a particular architecture h perty in it then we marked it with 'Y’
otherwise marked with ‘N’._Her&Table 1 compares our architecture with other
existing architectures. Wi e capfrul analogy of the systems, a conclusion can
be drawn that our architeQfure has greater advantages than the other systems
in this table.

Table 1. Comparison table

Qayyum Ochoa et Granik Tee et Our'
et al. [16] et al. [14] Archi-
al. [15] ) al. [20] ) tecture
N Y Y Y Y
Anonymity N N N N Y
Transparent N N N Y Y
Truthfulness indicator Y N Y N Y
Reliability indicator N Y N N Y
User evaluation N Y N N Y
Area factor N N N N Y
Blockchain based Y Y N Y Y




5 Preliminaries

In this section, we initially discussed each properties shortly that our system
achieved. Afterthat, we discussed about the blockchain technology for our pro-
posed system.

5.1 Properties

Our system’s key focus points are anonymity, integrity, privacy, and reliability.
Some key points of security and privacy are briefly described below:

Anonymity: Anonymity is ensured by generating an uniqueghash gddrdss for
each validator of our system. The real identity of each valida®gr wi ain
hidden.

Integrity: Blockchain ensures the data integrity of our syste
validation value of a particular news.

tion confidential.
Reliability: The weighting factors and thg
liability during validation process of 4

6 Working methodology
The proposed system is a blockchaiff b solution to distinguish the widespread

of fake news in social media playform r system, verified users of any social
media platform will act as vdlgator a particular news. When a news got

viral on social media play L, ill be stored in the chain and after that
two indicators, and two Reactioh ‘buttons will be shown under that news on
gialmedia platform. Whenever a verified user validates

putton, our system starts generating the validation

As our system will be integrated with a social media platform, every verified user
of that platform will be appointed as a validator. Figure 2 shows the validator
creation of our proposed system. A social media user(Us) will be identified with
an unique hash address, therefore user’s identity will remain hidden. A user(Us)
will have a rank(U,) on a scale of 1 to 10 and a reliability value on a scale of
50-100. 1 carries the lowest rank and 10 carries the highest rank in this system.
Initially, each user(Us) will be assigned with a rank(U,) of 1 and a reliability
value(Uy,) of 50. Upon their evaluation, their Reliability value (U,,) and rank
(U,.) will be increased or decreased.
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6.2 News as a transaction(IV,,):

If a piece of news or information got viral on that particular social media plat-
form, that means if it reaches a certain amount of shares, it will be added on
the chain as a transaction. This transaction shown in figure 3 will contain news
id, news area(N,) information and the news itself. After a news(V,,) has been
added to the chain, two indicators, and two reaction buttons will be shown under
that news on the news-feed of that particular social media platform. One of the
indicators(I;y) will indicate if the news is true or false and another one(I,) will
indicate the reliability percentage of that first indicator. One of the reaction but-
tons will be marked as true and another one will be marked as false. TH8refore,
user(Us) can validate any information without any influences

Viral News

News Content

Deploys on the chain

News Block
+News ID
Viral News +News Area
%j +)yews Content
News Content
True Button False Button
After blogjereation
T/F indicator | | Reliability Indicator

Social Media Newsfeed

tion of news block

ibn process will start when a user(Us) gives a reaction to the
The True reaction will have a value of positive one(+1) and

final validation value(U,) from a user towards a news, system needs to undergo
some process.

6.3.1 Area value(A,) generation:

An area value(A,) will be generated from the area of the news(N,) and the area
of the verified user(U,). If the area of any verified user is closest to any partic-
ular news, the area value(A,) will be highest in that case. Figure 4 displays the



process of generating the area value(A4,) of this system. As the distance between
news and user increases, the area value(A,) will be proportionally decreased.
Thus, the nearest user will have the highest area value(A, ) and the farthest user
will have the lowest area value(A,). After generating the area value(A4,), it will
be converted into a value between 1 to 100.

News area

Area value

@ Ayt value generation

6.3.2 Reliabilibg welght(R,,) calculation:

fcigh( R,,) is very important in our validation process as it indi-
Wel reliable is a user to validate a particular news on a scale of 1
ihbility weight(R,,) will be calculated based on area value(A,), user
d reliability value(U,.,) of a user using the following formula.

_ A+ (U x Uy)

- 11

We can see a user with a higher area value(4,), higher rank(U, ), and higher
reliability value(R,,) will generate higher reliability weight(R,,). Besides, user
with lower values tends to generate a lower reliability weight(R,,).

R,

6.3.3 Validation value(U,) generation:



After reliability weight(R,,) generation, it will be multiplied with the reaction
value(R,) to generate the validation value(U,) towards the particular news.

U, =Ry X Ry

As the true reaction will have a value of +1 and the false reaction will have a
value of -1, therefore if a user gives a true reaction to a news(NN,,) a positive
validation value(U,) will be added to that news(N,,), and if the user gives false
reaction, a negative validation value(U,) will be added to the news(N,,). User
with higher reliability weight(R,,) will contribute a higher value(U,) and user
with lower reliability weight(R,,) will contribute a lower value(U,) i
(Positive or Negative). Therefore, we can see when a user(U.Agi

generated and added separately to the news. These two value
achieve the two indicators(I;; & I.) which we have mentioned &g

6.3.4 True/False indicator(I.s):

Each time a user(Us) gives a reaction, 0
all previous user validation value(U,) of tha
generated from that user to generate the news va

if n number of users(Us) have give ction to that particular news(N,,), the
news validation value(N,) for that \ga r news(NN,,) will be as follows,

D (Vo

k=1

If the summation rgfiurn ositive value, the indicator(l;s) will show that the
news is true, an s a negative value the indicator(l;y) will show that
the news is false.\Qn tJ€ other hand, summation might also return a zero. In

that qase, Wa r(I;r) will show that the validation is undefined.
True, N, >0

Iiy = f(N,) = | False, N, <0
Undefined, N, =0

6.3.5 Reliability indicator(I,):

As we have mentioned earlier, there will be an another indicator(Z,) under
the news to show the reliability percentage of the True/False indicator. To do
so, we need to first calculate the reliability percentage(R,) of that particular
news. Reliability percentage(R,) will be calculated using the mean reliability
weight(R,,) added to that news. As the reliability weight(R,,) is generated on



a scale of 1-100, the mean value itself will be the reliability percentage(R,).
That means, if n number of users have given reaction to that particular news,
the reliability percentage(R,) of the True/False indicator(l¢) of that particular
news(V,,) will be as follows,

Rp — ZZ:l(Rw)k
n
Here, we can see if any news(N,,) gets reactions mostly from the users(Us) of
higher reliability, the reliability indicator(I,.) will show a higher value. Besides,
if the news(V,,) gets most of its reaction from the users(Us) of lower reliability,

the indicator(I,) will show a lower value.

6.4 User(U;) evaluation:
To make our system more reliable, our system needs tg_eveh each user

continuously. Through continuous evaluation, rank(U,.) anfl r ity value(U,.,)
of a user can be increased or decreased. Q)
6.4.1 Reliability value(U,,):

Each time a user(Us) gives a reaction to any Wews(N,, ), the system will update
the news validation value(N,) for that particul”news(N,,) and will start the
evaluation process. Our system will pare the news validation value(N,) with
all the users validation value(U,,) add that news. If the sign(+/-) of these
two value don’t match for a partf®ula r, his(Us) reliability value(U,,) will be
decreased. Besides, if the sign ese two values match, the reliability value(Uy)
of that particular user(U, 1 b§ncreased. The system will skip evaluation
process if the news valida®§jgh vajue(N,) is zero.

U, Ny

U, |
= ¢ Decrements, ‘5“| N

v — Uv)
No change, N, =0
@k UT):
As ave stated earlier, a user will have a rank between 1 to 10 where 1

will be the lowest rank and 10 will be the highest. In each rank, the reliability
value(U,,) will be between 50-100. That means the lower reliability limit(L;) will
be 50 and the upper reliability limit(L,) will be 100. If Reliability value(U,,)
of any user decreased lower than the lower reliable limit(L;), his rank(U,.) will
be downgraded. On the other hand, if his reliability value(U,.,) increased higher
than the upper reliable limit(L,, ), his rank(U,.) will be upgraded.

Increments, I

=2

RN

Upgrade, Upy > Ly,
Downgrade, U,., < L;

U, = f(Um) = {



In the continuous evaluation, if the rank of a user is downgraded to 0, then that
user will be removed from our system as a validator.

7 Protocol analysis

In this section, our protocols are described in terms of security parameters.

e Anonymity: Our system provides anonymity by generating the hash for each
validator. As an unique hash address will be used to identify and track each
validator, the real identity of each validator will remain hidden in our4ystem.
Thus the validators can validate any information anonymg ho\t any
influences. Moreover, users who are connected with our syste
ble to identify any user(Us) during interaction with our systg
transaction which provides pseudonymity too.

e Data integrity: Data integrity of our system is en oring data
transaction records in the blockchain. When a us &S any reaction
on a particular news(N,,) a validation value(U, g¢nerated through

e gltered when it once

r’s information confiden-
. Moreover, the code is im-

makes the system more secure.
e Reliability: Our system ens
ing factors and the reliabi

eliability by maintaining the weight-
kOr. The reliability weight(R,,) plays an
important role in our process as a user’s reliability to validate a
particular news depen it, Besides, there will be a reliability indicator ()
under the news( W shows the reliability percentage of the True/False
indicator.

8 e analysis

e simulage proposed system in this section to evaluate the feasibility
tRkough graph and proper description.
E i tal setup: To evaluate the effectiveness and performance efficiency

of our proposed system, we setup an environment using the following configura-
tions:

— Intel(R) Core(TM) i5-7200U 2.50GHz
— 8.00GB of RAM, Windows 10 (64-bit) OS

In our evaluation, we have written the programs using languages: Solidity, Web3.js,
HTML and CSS. Software: atom, browser, Remix-Ethereum IDE to write the
smart contract using solidity language to form a simulated Ethereum network
locally. Wi-Fi connection is required in the setup.
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8.1 Gas used for transaction in blg

The amount of computational effort required$o perform any operations in the
Ethereum blockchain network is referred to as ®@es. Here, we’ve calculated the
amount of Gas used to complete tragsactions with different data sizes for our
system. Figure 5 depicts the tren used for each transaction occurs in
our proposed system. In order (B an the consumption of Gas of different
size of data, we have taken 2 2KB of data. In the resulting graph, we find
that with the increase siz 9 D ata, Gas increases. As a result, the graph
shows a linear trend.

8.2 Transactign tRue

Here,ywe h bseyed the transaction time taken in seconds to complete the
i ng data sizes of our proposed system. The time required to

nsaction in blockchain is considered as transaction time. Our
sactions show the tends in figure 6 with regards to time. Initially
ion time increases from 2KB to 4KB data and then suddenly starts
decreasing with the data from 4KB to 8KB. We notice that transaction time
again starts increasing with the increase of data sizes from 8KB. From the re-
sultant graph, the highest transaction time was found for 4KB data due to
inconsistencies in the testing environment.

9 Conclusion

In our proposed method, we tried our best to utilize the core benefits of
Blockchain technology (immutability, decentralization, security, ease of use) to
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reduce the widespread of fake news in so v lia. @e news in social me-

dia often mislead people and turn them’ a%g

their system and stole their per
system, users might not valid ews 1reely because of the pressure created by
some influential organizati o) ress the problems, we proposed a location-
aware blockchain based softion yo reduce fake news in social media platform. In

a particular social media platform can play the
news. Whenever a user validates a news which got

value of that news through some process. We introduced
will indicate whether the news is true or false after going
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