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Abstract. Nowadays, social media is the main source of all global and
local news in this generation. But the propagation of fake news and mis-
leading information through social media has become a major concern.
Fake news and misleading information often cause crucial damage to
human life and society. Moreover, social media has become a source of
news, views, and facts for its user. Through social media, a piece of news
or information can reach every corner of the world within seconds. It
is quite hard for a general social media user to distinguish fake news
from real one. Even sometimes social media users cannot distinguish the
fake news while residing in the same location of that real news. Hence,
in this paper, we have proposed a location-aware blockchain-based news
validation system that can be integrated with social media in order to
distinguish fake news and misleading information from real ones.

Keywords: Fake News ; Location-aware ; Blockchain ; Consensus

1 Introduction

In this era of technology, social media has brought everyone closer. We can be
more interconnected to each other than before through social media. At present,
news of any incident propagates throughout the world within a second through
social media. Though it has made our life easier, it has some demerits too.

People tend to believe everything they saw on social media [1]. Generally, we
are not in a critical mindset whenever we scroll the news-feed of a social plat-
form. Thus, we do not bother to cross-check the veracity of that particular news
and often make it viral by sharing without thinking. Moreover, a survey ran
by Pew Research Center in 2020 [2] stated that about 52% of Americans prefer
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digital platforms as their source of news. So if a piece of misleading information
gets viral on social media, it might cause much more damage.
In 2012, a series of assaults conducted by the local mob on Buddhists minority
in Ramu, Bangladesh [3, 4]. 22 Buddhist temples along with two Hindu temples
and 100 houses were destroyed [5] over a false allegation of posting a photo of
burned Quran by a Buddhist male on Facebook. In 2020, a rumor propagated
through Facebook that, a certain amount of human heads are needed to be sacri-
ficed for the Padma Bridge Bangladesh [8], and children are being kidnapped for
that purpose [9]. This rumor eventually caused some major violent events. There
were mob killings of eight people [7] on suspicion of child kidnapping, but none
of them were child kidnappers. Later in that year, a clash between police and
a religious group caused 4 deaths and several injuries [6, 9]. The violent protest
started in the first place when a screenshot containing a hate conversation about
the holy prophet of Muslims got viral on Facebook. Later the police confirmed
the alleged Facebook account got hacked and, the hacker intentionally made
those conversations to create riots between the two religious groups.
Misleading information often puts risks to public health and security [10]. In
2020, a piece of misleading news got viral that Methanol can cure Covid-19 [12].
Around 700 people in Iran died [11] due to Methanol poisoning after consum-
ing Methanol, believing that information. Sometimes scammers/hackers put fake
offers or advertisements with attractive headlines on social media. Naive users
often got scammed by responding to those offers.
Nowadays, it is hard to decide whether a news is fake or real. If the task to
validate a news is given to any organization, there is no guarantee that the or-
ganization will be unbiased. As that certain organization will have the authority
and responsibility to certify a news, in some extreme cases, the government or
some influential organizations might pressurize them or they can be easily cor-
rupted. In Blockchain, we can build a system where the fake news validation can
be done anonymously. In our proposed system, the system will be integrated
with social media in such a manner that the users of any social media will act
as validators of a particular news. As their identity will be unknown, they can
certify any facts or stories without any outside influences. Hence, they can re-
main unbiased nor forced by any other organization or individual.
Organization of the Paper: The remainder of the paper is organized as fol-
lows: Section 2 explains the background study. Related work is described in
Section 3. Section 4 explains property comparison between our proposed sys-
tem and other related work. Section 5 outlines the preliminaries. The working
methodology of our system is discussed in Section 6. Section 7 briefly analyses
the features of the protocol. In section 8, we have analyzed the blockchain based
performance of our proposed system. Lastly, conclusion is included in Section 9.



Ca
m
er
a
Re
ad
y

2 Background

Though our proposed system can be implemented with any other technology, we
choosed to implement this idea with blockchain technology which is way more
complicated but secure than any other traditional technologies [25], [26].

Blockchain is a chain of blocks that interface with each block through a
cryptographic approval called hashing function. Blockchain is also known as
distributed ledger as it is customized to record monetary exchanges and to store
the record in a decentralized manner [24], [23].

In our proposed architecture, we proposed to store our validation records in
a distributed Blockchain. For this, no hacker can harm the system or tamper
with the record, as copies of all the transactions will be stored in the computer
of every participant node. In order to tamper with information, the hacker will
have to recalculate all the hash values and will have to change more than 50%
of copies of the chain that are distributed in the network. Also, in this way,
decentralization of the database moves trust from the central authority as every
node connected with the system has all the records and, if changes are needed,
all have to change their record, else the system will not work. In our proposed
architecture, we also promised transparency as in this blockchain technology,
each and everything is visible to start to end. Also, the decentralized organization
makes it an open innovation where nothing is covered up and diminishes the
opportunity of discrepancy.

Blockchain technology ensures the freedom of speech as there is no central
governing body, and it’s completely decentralized [18], [22]. Any individual can
reclaim their opportunity. Transfer values and administration only can occur on
an overall scale of utilizing a decentralized organization at a worldwide level,
which also can eliminate any prerequisites from any administration.

3 Related Works

In [13], T. W. Jing and R. K. Murugesan discussed the likeliness of implementing
Blockchain technology and advanced AI in social media to prevent fake news
from roaming around social media. Also, they discussed the possible research
methodology and the research direction for building a trusted network through
Blockchain and AI as well as the research problems and limitations.

In a later study [14], authors elaborately reviewed the impacts of fake news
along with the amenities of implementing Blockchain technology with advanced
AI algorithms in social media to improve mutual trust and prevent fake news.
In that paper, they provided a basic overview of Blockchain in terms of privacy,
security, validity, transparency and freedom of speech. In an article [15], A.
Qayyum, Et al. proposed a Blockchain-based news publishing framework where
news publishers can join and publish their news through a publisher management
protocol that registers, updates, and invalidates their identities. The news can be
validated by the honest miners using consensus mechanism and upon validation,
the news can be added to the chain. In a research [16], I. S. Ochoa, Et al. proposed
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a system based on centralized Blockchain to detect fake news in social media.
In their proposed architecture they defined the news sources as full nodes and
the validators as miner nodes. When a piece of news deploys as a block in the
chain, the miner nodes can validate the block, and using the PoS algorithm the
reliability of that block can be increased or decreased. In another research [17],
Paul, Et al. proposed a similar architecture with a decentralized approach. There
are several related research based on technologies other than Blockchain. M.
Granik, Et al. [20] proposed a model to detect fake news using naive Bayes
classifier, in 2017. They used a data set collected by BuzzFeed News to train
their model. They split the data set into three parts, the first one for training
the classifier model, the second one to calibrate the model, and the third one to
test the performance of the model. In 2018 [19], D. Vedova, Et al. proposed a
novel machine learning based approach to detect fake news in social media. In
another research [21], J. C. S. Reis, Et al proposed a supervised learning based
approach to detect fake news in social media. In their method, they explored
different attributes extracted from the news content, source, and social media
and classified these attributes through various classifiers (i.e., KNN, Random
Forests, Naive Bayes).

4 Comparison between our architecture and the related
works

In this section, we show the results in the eight properties of our architectures.
If a particular architecture has the property in it then we marked it with ’Y’
otherwise marked with ‘N’. Here, Table 1 compares our architecture with other
existing architectures. With the careful analogy of the systems, a conclusion can
be drawn that our architecture has greater advantages than the other systems
in this table.

Table 1. Comparison table

Metric
Qayyum

et
al. [15]

Ochoa et
al. [16]

Granik
et

al. [20]

Tee et
al. [14]

Our
Archi-
tecture

Social media integration N Y Y Y Y
Anonymity N N N N Y
Transparent N N N Y Y
Truthfulness indicator Y N Y N Y
Reliability indicator N Y N N Y
User evaluation N Y N N Y
Area factor N N N N Y
Blockchain based Y Y N Y Y
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5 Preliminaries

In this section, we initially discussed each properties shortly that our system
achieved. Afterthat, we discussed about the blockchain technology for our pro-
posed system.

5.1 Properties

Our system’s key focus points are anonymity, integrity, privacy, and reliability.
Some key points of security and privacy are briefly described below:

Anonymity: Anonymity is ensured by generating an unique hash address for
each validator of our system. The real identity of each validator will remain
hidden.

Integrity: Blockchain ensures the data integrity of our system by storing the
validation value of a particular news.

Privacy: In our system, privacy is ensured by keeping the validator’s informa-
tion confidential.

Reliability: The weighting factors and the reliability indicator ensures the re-
liability during validation process of a particular news in our system.

6 Working methodology

The proposed system is a blockchain based solution to distinguish the widespread
of fake news in social media platform. In our system, verified users of any social
media platform will act as validators of a particular news. When a news got
viral on social media platform, it will be stored in the chain and after that
two indicators, and two reaction buttons will be shown under that news on
the news-feed of that social media platform. Whenever a verified user validates
a news using our reaction button, our system starts generating the validation
value of that news through some process. Two indicators will indicate whether
the news is true or false after going through some evaluations.

Figure 1 portrays the whole architecture of our proposed system. All the
sections and their functionalities of the architecture are briefly described below.

6.1 Validator creation:

As our system will be integrated with a social media platform, every verified user
of that platform will be appointed as a validator. Figure 2 shows the validator
creation of our proposed system. A social media user(Us) will be identified with
an unique hash address, therefore user’s identity will remain hidden. A user(Us)
will have a rank(Ur) on a scale of 1 to 10 and a reliability value on a scale of
50-100. 1 carries the lowest rank and 10 carries the highest rank in this system.
Initially, each user(Us) will be assigned with a rank(Ur) of 1 and a reliability
value(Urv) of 50. Upon their evaluation, their Reliability value (Urv) and rank
(Ur) will be increased or decreased.
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Fig. 2. Validator creation
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6.2 News as a transaction(Nw):

If a piece of news or information got viral on that particular social media plat-
form, that means if it reaches a certain amount of shares, it will be added on
the chain as a transaction. This transaction shown in figure 3 will contain news
id, news area(Na) information and the news itself. After a news(Nw) has been
added to the chain, two indicators, and two reaction buttons will be shown under
that news on the news-feed of that particular social media platform. One of the
indicators(Itf ) will indicate if the news is true or false and another one(Ir) will
indicate the reliability percentage of that first indicator. One of the reaction but-
tons will be marked as true and another one will be marked as false. Therefore,
user(Us) can validate any information without any influences.

Viral News

News Block

+News ID
+News Area
+News Content

Viral News

T/F indicator Reliability Indicator

True  Button False  Button

News Content

News Content

Social Media Newsfeed

Deploys on the chain

After block creation

Fig. 3. Creation of news block

6.3 News validation:

The news validation process will start when a user(Us) gives a reaction to the
particular news. The True reaction will have a value of positive one(+1) and
the false reaction will have a value of negative one(-1). The reaction block is
generated with the user(Us) hash, news id and the reaction value. To generate a
final validation value(Uv) from a user towards a news, system needs to undergo
some process.

6.3.1 Area value(Av) generation:

An area value(Av) will be generated from the area of the news(Na) and the area
of the verified user(Ua). If the area of any verified user is closest to any partic-
ular news, the area value(Av) will be highest in that case. Figure 4 displays the
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process of generating the area value(Av) of this system. As the distance between
news and user increases, the area value(Av) will be proportionally decreased.
Thus, the nearest user will have the highest area value(Av) and the farthest user
will have the lowest area value(Av). After generating the area value(Av), it will
be converted into a value between 1 to 100.

Area value
= 100

News area

Area value = 80

Area value = 60

Area value = 40

Area value = 20

Fig. 4. Area value generation

6.3.2 Reliability weight(Rw) calculation:

Reliability weight(Rw) is very important in our validation process as it indi-
cates, how much reliable is a user to validate a particular news on a scale of 1
to 100. Reliability weight(Rw) will be calculated based on area value(Av), user
rank(Ur), and reliability value(Urv) of a user using the following formula.

Rw =
Av + (Urv × Ur)

11

We can see a user with a higher area value(Av), higher rank(Ur), and higher
reliability value(Rw) will generate higher reliability weight(Rw). Besides, user
with lower values tends to generate a lower reliability weight(Rw).

6.3.3 Validation value(Uv) generation:
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After reliability weight(Rw) generation, it will be multiplied with the reaction
value(Rv) to generate the validation value(Uv) towards the particular news.

Uv = Rv ×Rw

As the true reaction will have a value of +1 and the false reaction will have a
value of -1, therefore if a user gives a true reaction to a news(Nw) a positive
validation value(Uv) will be added to that news(Nw), and if the user gives false
reaction, a negative validation value(Uv) will be added to the news(Nw). User
with higher reliability weight(Rw) will contribute a higher value(Uv) and user
with lower reliability weight(Rw) will contribute a lower value(Uv) in both cases
(Positive or Negative). Therefore, we can see when a user(Us) gives a reaction
to any news, a validation value(Uv) along with a reliability weight(Rw) will be
generated and added separately to the news. These two value will contribute to
achieve the two indicators(Itf & Ir) which we have mentioned earlier.

6.3.4 True/False indicator(Itf):

Each time a user(Us) gives a reaction, our system will calculate the sum of
all previous user validation value(Uv) of that news(Nw) along with the value
generated from that user to generate the news validation value(Nv). That means,
if n number of users(Us) have given reaction to that particular news(Nw), the
news validation value(Nv) for that particular news(Nw) will be as follows,

Nv =

n∑
k=1

(Vv)k

If the summation returns a positive value, the indicator(Itf ) will show that the
news is true, and if it returns a negative value the indicator(Itf ) will show that
the news is false. On the other hand, summation might also return a zero. In
that case, the indicator(Itf ) will show that the validation is undefined.

Itf = f(Nv) =


True, Nv > 0

False, Nv < 0

Undefined, Nv = 0

6.3.5 Reliability indicator(Ir):

As we have mentioned earlier, there will be an another indicator(Ir) under
the news to show the reliability percentage of the True/False indicator. To do
so, we need to first calculate the reliability percentage(Rp) of that particular
news. Reliability percentage(Rp) will be calculated using the mean reliability
weight(Rw) added to that news. As the reliability weight(Rw) is generated on
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a scale of 1-100, the mean value itself will be the reliability percentage(Rp).
That means, if n number of users have given reaction to that particular news,
the reliability percentage(Rp) of the True/False indicator(Itf ) of that particular
news(Nw) will be as follows,

Rp =

∑n
k=1(Rw)k

n

Here, we can see if any news(Nw) gets reactions mostly from the users(Us) of
higher reliability, the reliability indicator(Ir) will show a higher value. Besides,
if the news(Nw) gets most of its reaction from the users(Us) of lower reliability,
the indicator(Ir) will show a lower value.

6.4 User(Us) evaluation:

To make our system more reliable, our system needs to evaluate each user
continuously. Through continuous evaluation, rank(Ur) and reliability value(Urv)
of a user can be increased or decreased.

6.4.1 Reliability value(Urv):

Each time a user(Us) gives a reaction to any news(Nw), the system will update
the news validation value(Nv) for that particular news(Nw) and will start the
evaluation process. Our system will compare the news validation value(Nv) with
all the users validation value(Uv) added on that news. If the sign(+/-) of these
two value don’t match for a particular user, his(Us) reliability value(Urv) will be
decreased. Besides, if the sign of these two values match, the reliability value(Urv)
of that particular user(Us) will be increased. The system will skip evaluation
process if the news validation value(Nv) is zero.

Urv = f(Uv) =


Increments, Uv

|Uv| = Nv

|Nv|
Decrements, Uv

|Uv| 6=
Nv

|Nv|
No change, Nv = 0

6.4.2 Rank(Ur):

As we have stated earlier, a user will have a rank between 1 to 10 where 1
will be the lowest rank and 10 will be the highest. In each rank, the reliability
value(Urv) will be between 50-100. That means the lower reliability limit(Ll) will
be 50 and the upper reliability limit(Lu) will be 100. If Reliability value(Urv)
of any user decreased lower than the lower reliable limit(Ll), his rank(Ur) will
be downgraded. On the other hand, if his reliability value(Urv) increased higher
than the upper reliable limit(Lu), his rank(Ur) will be upgraded.

Ur = f(Urv) =

{
Upgrade, Urv > Lu

Downgrade, Urv < Ll
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In the continuous evaluation, if the rank of a user is downgraded to 0, then that
user will be removed from our system as a validator.

7 Protocol analysis

In this section, our protocols are described in terms of security parameters.

• Anonymity: Our system provides anonymity by generating the hash for each
validator. As an unique hash address will be used to identify and track each
validator, the real identity of each validator will remain hidden in our system.
Thus the validators can validate any information anonymously without any
influences. Moreover, users who are connected with our system are not capa-
ble to identify any user(Us) during interaction with our system or blockchain
transaction which provides pseudonymity too.

• Data integrity: Data integrity of our system is ensured by storing data
transaction records in the blockchain. When a user(Us) gives any reaction
on a particular news(Nw) a validation value(Uv) will be generated through
some process. This validation value(Uv) can not be altered when it once
stores into the blockchain.

• Privacy: Privacy is provided by keeping the validator’s information confiden-
tial as validator block contains an unique hash. Moreover, the code is im-
mutable once it gets deployed, and all the data blocks are encrypted which
makes the system more secure.

• Reliability: Our system ensures the reliability by maintaining the weight-
ing factors and the reliability indicator. The reliability weight(Rw) plays an
important role in our validation process as a user’s reliability to validate a
particular news depends on it. Besides, there will be a reliability indicator(Ir)
under the news(Nw) which shows the reliability percentage of the True/False
indicator.

8 Experimental analysis

We simulate our proposed system in this section to evaluate the feasibility
through graph and proper description.
Experimental setup: To evaluate the effectiveness and performance efficiency
of our proposed system, we setup an environment using the following configura-
tions:

– Intel(R) Core(TM) i5-7200U 2.50GHz
– 8.00GB of RAM, Windows 10 (64-bit) OS

In our evaluation, we have written the programs using languages: Solidity, Web3.js,
HTML and CSS. Software: atom, browser, Remix-Ethereum IDE to write the
smart contract using solidity language to form a simulated Ethereum network
locally. Wi-Fi connection is required in the setup.
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8.1 Gas used for transaction in blockchain

The amount of computational effort required to perform any operations in the
Ethereum blockchain network is referred to as Gas. Here, we’ve calculated the
amount of Gas used to complete transactions with different data sizes for our
system. Figure 5 depicts the trends of gas used for each transaction occurs in
our proposed system. In order to analyze the consumption of Gas of different
size of data, we have taken 2 to 12KB of data. In the resulting graph, we find
that with the increase size of input data, Gas increases. As a result, the graph
shows a linear trend.

8.2 Transaction time

Here, we have observed the transaction time taken in seconds to complete the
transaction of varying data sizes of our proposed system. The time required to
complete any transaction in blockchain is considered as transaction time. Our
system’s transactions show the tends in figure 6 with regards to time. Initially
the transaction time increases from 2KB to 4KB data and then suddenly starts
decreasing with the data from 4KB to 8KB. We notice that transaction time
again starts increasing with the increase of data sizes from 8KB. From the re-
sultant graph, the highest transaction time was found for 4KB data due to
inconsistencies in the testing environment.

9 Conclusion

In our proposed method, we tried our best to utilize the core benefits of
Blockchain technology (immutability, decentralization, security, ease of use) to
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reduce the widespread of fake news in social media. As fake news in social me-
dia often mislead people and turn them against each other and often result in
violent incidents, it is a concerning issue. Individuals or organizations often de-
ceive people by propagating fake or misleading information to gather profits.
Hackers often propagate fake or misleading information over social media and
convince a gullible user to click on harmful links or install harmful programs in
their system and stole their personal data. Moreover, in a traditional validation
system, users might not validate news freely because of the pressure created by
some influential organizations. To address the problems, we proposed a location-
aware blockchain based solution to reduce fake news in social media platform. In
our system, any verified user of a particular social media platform can play the
validator role for a particular news. Whenever a user validates a news which got
viral in social media platform using our reaction button, our system starts gen-
erating the validation value of that news through some process. We introduced
two indicators which will indicate whether the news is true or false after going
through some evaluations. There may be some limitations. Being biased, some
or a major portion of the validators may validate a fake news as real one during
validation. Yet we hope if we can integrate this system into mainstream social
media, all or some of the issues can be reduced.
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