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Abstract

Data in cloud has always been a peint of cttraction for the cyber attackers. Nowa-
days healthcare data in cloud has b.~ome their new interest. Attacks on these
healthcare data can result in annihilating consequences for the healthcare organi-
zations. Decentralization of *iese «'oud data can minimize the effect of attacks.
Storing and running computa. ~n on sensitive private healthcare data in cloud are
possible by decentralizatir a whicuw s enabled by peer to peer (P2P) network. By
leveraging the decentral ed or ristributed property, blockchain technology en-
sures the accountabili‘y ana ~.egrity. Different solutions have been proposed
to control the effect yt .*tacks using decentralized approach but these solutions
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somehow failed to ensure overall privacy of patient centric system. [r this paper,
we present a patient centric healthcare data management system v "ing v.>ckchain
technology as storage which helps to attain privacy. Cryptogr..Mic fu..ctions are
used to encrypt patients data and to ensure pseudonymity. We .nai,ze the data
processing procedures and also the cost effectiveness of the sn.. -t contracts used
in our system.

Keywords: Blockchain, Decentralization, Healthcare data "~ ! ,ud,
Pseudonymity, Privacy, Security, Smart contract

1. Introduction

A lot of work is going on healthcare and in.. *mation technology in an amal-
gamated manner and these works are bring” .. « iv. of changes in healthcare dis-
cipline. These changes are affecting patients” ..~atment process hence requiring
careful data processing. For treatment, 1ea ..._are is completely dependent on
data which arises some concerns over data . curity and privacy. Authorization or
private access to the personal data of i1. 1, *dual patient refers to the term Privacy,
which means only authenticated » =~*ies ill be able to access the private data.
Keeping these personal data safe fron. “he eavesdroppers or intruders refers to the
term Security, which means system will be able to protect users’ private data from
outsiders. Authenticated par.es of . ealthcare data preservation process will get
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Figure 1: Entities of EHR system and it’s Data flow




the access to store data into cloud and retrieve from it. Interactic ~ t:tween the
system and the patient requires a secured channel. Different auth. ~tica..~n proto-
col [20, 19, 24] have been proposed to preserve the privacy ar. . ecur.y. Lack of
security may result in devastating consequences like data los' anc da.. theft. A lot
of intruders are searching for an insecured channel and trving .~ access valuable
healthcare data in the cloud network. In most of the case s, data 'oss in healthcare
causes detrimental consequences to the patients and healt ~are o’ ganizations. Due
to recent attacks on healthcare data in cloud systems, .uferent countries like USA
[8] and UK [12] have experienced critical data los. "ersc nal data of patients’
were kept without encryption in the cloud which a..~wed *'.¢ attackers to steal the
sensitive private data. Let’s assume a scenario where | atients keep their data in
any Electronic Health Record (EHR) system [35, ., 14 .3, 38, 5] for preservation
and also for further access. Figure 1 depicts a gen. valized formation of EHR sys-
tems. In the figure patients and healthcare o. ~1nizations take part in the process as
both data sender and data receiver. EHR svstem .- the manager of the whole pro-
cess that maintains the data flow of the sy. ‘er . 10p most entity is the cloud where
data is kept. Patients share their persc 2l da 2 with the doctors and healthcare or-
ganizations with the help of these EHR . vs..ms. Suppose, a patient keeps her data
in the cloud system [7] which uses .~ ain as a data storage platform. System
will store the data on blockchain when . = patient shares her data with the system.
Accountability of data is syste=. ~entric in case of the instance [7], whereby the
system will provide data stor .ge serv ce even when data is shared with the doctors
or healthcare organizations Co.. =c «ently, the system is responsible for data loss.
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Figure 2: An application of MediBchain




Figure 2! depicts the design of our platform in which aforen. nt' bned prob-
lems have been addressed by storing the encrypted healthcare v *a i *he cloud
system. As a result, if our system somehow loses the contr . “ver .'ockchain,
patients will be accountable for their data as they will contrc . the enc. yption keys
solely. Data sharing in our system is also being controlled bv the natients. Vulner-
abilities related to data preservation have been addresse’. in ot * system by using
cryptographic functions along with blockchain technolog . Hov ever, our system
will store the encrypted personal data ensuring overal’ piivacy of the data such that
even if system gets attacked by the attacker the stole 1 < .ta v 'ill make no sense to
them. To get the plaintext of those encrypted persc. 2l d: <, attackers will require
the keys. There is no identifier for these datasets, oni, encryption keys will be
used to identify such encrypted and pseudonymou.* da’ a.

1.1. Our Contribution

Our platform ensures that the private .ea’ ucare data in cloud is controlled by
only patient herself. The main idea of *his w k is to keep the sensitive healthcare
data on the blockchain to attain accounu. bi. *v, integrity and security. Patients will
have the overall control over the b! .z~ in vhich their data will be stored. Present
healthcare systems lack in pseudonymu.. ' as those only store the data in cloud, but
our platform ensures the pseud~~mity of patients. We achieve pseudonymity by
using cryptographic functior .. Med.3chain will regain the interest of patients on
EHR systems and will retain ac. ~ur .ability, integrity, pseudonymity, security and
privacy which are being I+ st v .th the increasing computational power of emerging
technologies in EHR syste. . 3. nalysis of these attributes is discussed in section
3. Our contributions 2 @ as foliows:

1. Security an” vivacy guarantee: The proposed platform guarantees ac-
countabilit' . ps .udonymity, authenticity and integrity along with data pri-
vacy.

2. Analys. - "Jgc ous analysis on security, privacy, accountability, pseudonymity

and ° ..cgrity ,hows how our platform achieves the above mentioned prop-
erti s.

Pr vate Ac. 3ssible Unit (PAU) is the intermediary unit between blockchain and data sender or
receive.

2Pseudouymity refers to the fact of using disguised identity.

"An‘ (ysis of security terminologies are given in section 5.
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3. Evaluation: We have implemented smart contract and show.. 1if erent analo-
gies of costs (e.g., transaction cost, execution cost). Thewn "ve n. e evalu-
ated a java implementation of input and output generat’ ... algo. thm using
Elliptic Curve Cryptography (ECC) for our system. Zxp rim.cntal results
will help to compare several aspects of EHR system and . “11 help to decide
whether accept our platform or not.

Organization of the paper: The remainder of th_ pape: 1s organized as fol-
lows: Section 2 describes the related work.In sectior 3 v ¢ d scuss the preliminar-
ies. In section 4, we describe our platform. In Seci.~n 5, = evaluate the platform
and analyze it formally. We give some concluding rem. ks in Section 6.

2. Related Work

Some national level frameworks based on c.."1d for electronic medical system
have been proposed in [14, 13, 25]. Paa < .'. [25] proposed a model which
is cloud-based and deals with patierts’ pi vate data. This model ensures cost
effectiveness, and this system was des 2.~ (or rural areas where cost plays an
immense role. Medical professior !~ anca nolicy makers could serve the patients
remotely through a cloud-based moac' which stores all the imperative data in a
single cloud. Patients were encouraged to share their data in the cloud so that
they could get the medical s’ rvice .-om the professionals remotely. Disease di-
agnosis and control could be 1..~de } y this remote treatment. Data collection and
data delivery are the key r vinf, in symptom analysis. Rolim et al. [27] proposed a
framework where the sys..*v pro’ esses data in the steps of data collection and data
delivery. In this mode. sensoi. play the role of collector which collects the data
and sends directly tc the . ’stem to store and work with this data further. These
data would be accr > 4 by the medical professionals and sensors were proposed
to be attached w’ h tF ¢ medical equipment in this system. Yin et al. [37] intro-
duced cloud b2 ,ed pa.ent centric system. This model includes three layers: data
collection lay r, ¢ ata management layer and data service layer. [21] described a
blockchain basc. ac ess control manager for heath data to enhance the interoper-
ability of ais sy tem. Off blockchain mechanism with the involvement of public
blockchai. was p oposed as an access control manager of healthcare data.

CHntrollaility and Traceability are two key topics of privacy preserving sys-
tems. ~ "~ _c¢al. [35] proposed a model which is based on blockchain to help pa-
tic ‘ts v . 7n, control and share their personal data easily and securely with privacy




preservation. This application based model also deals with Sec. = "Aulti-party
Computing (MPC) and Indicator-Centric Schema (ICS). Simic e. ~1. |2 showed
a case study where the study concludes with the illustration of .. nific..at benefits
of IoT and blockchain in a combined manner. In their we k I, 1 uevices were
proposed to be used as collectors of private health data of the , ~tients’, and real
time data of patient could be saved in blockchain. Scal .pility ~f the blockchain
in case of Big data has also been tested in their study. Ek~law e al. [7] proposed
a prototype named ‘MedRec’ which uses blockchair as a backbone and tried to
find the security solutions for EHR systems. They rie . to zive their prototype-
integrity, authenticity, auditability and data sharing “hrou". olockchain. Elements
of their system are: Registrar Contract (RC), Patient-F. »vider Relationship Con-
tract (PPR), Summary Contract (SC), where RC n..ns t".e identification strings of
the participants to their Ethereum addresses, PR issues contracts between two
nodes in the system when one node stores . na manages medical records for the
other, SC locates the participants medical recoru history. Jun et al. [3] proposed
a web-based architecture where they sh. we 1 a secured accessing multiple pa-
tient repository system. They concent ~ted 1. ainly on lifetime repository of health
data, which consists of client applicatio.” (U A), central access-control (CAC), lo-
cal access-control (LAC) and Hos, «w.! “~“ormation system. Linn et al. [21] de-
scribed a blockchain based access conu ! manager for health data to enhance the
interoperability of this system

The backbone of our vork .- b'ockchain. Blockchain technology is popular
for its application in Bitc 1n c.yptocurrency [26], which is a public ledger to hold
and maintain the trans~cu. al ‘.ata and integrity [31]. One of the reasons for
using blockchain tect *ology in cryptocurrency is its decentralized digital ledger
property, which was presc. ‘ed by Nakamoto [22] in his Bitcoin cryptocurrency
framework. Bloc’.ch. in’s data structure has been modeled by blocks which is
linearly sequence. Fach block contains the cryptographic hashes corresponding
to the previou: and cu rent block to ensure continuity and immutability of the
chain. Chain’ ¢ r iech unism ensures integrity of this secured data structure.

2.1. Bloc chain.

Figure ? exhi)its the structure of blocks in the blockchain network. In the fig-
ure ez ch blc<k is connected to its previous block by the hash of previous block.
Block = store ne time-stamp of being mined in the network. Mining takes place in
the netwu. . by solving mathematically complex problems. Miners compete each
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Figure 3: Structure of Blocks in bloc’.cuain

other to mine the block so that they could earn somc ~rypiocurrency. In our plat-
form miners will get Ether from Ethereum Netv-ork for 11ining, and our platforms
Ethereum account will be charged against it. “imp.  “cher transfer functionality
will be used to transfer the Ether from our accom.” Each block contains corre-
sponding block number and data that has b. n given to store in the blockchain
which has been denoted as 9,,.

Blockchain-secured transaction-based tec. 7,logy [1] gives the users a better se-
curity. Bitcoin as well as blockchain ..~ no been failed since these were intro-
duced [6]. The network is shared and in.~rn.ation is stored throughout the whole
network, thus increasing the reliav.'*ty u. this technology. All the information
is treated in a redundant way in blockci.ain [28]. Blockchain is distributed but
it remains all the same for it’, nod>s ensuring the integrity [4, 34]. Centralized
database can be corrupted an. needs ' third party to maintain it. To change the his-
tory of the blockchain any "adiviu. ~« has to control at least 51% of the chain and it
will cost a lot to challeng : th . im- autability of blockchain. This immutable archi-
tecture [2, 30, 32] is a F.essu.~ i, archival science too. Identities in the blockchain
are covered by pseud »._ms by which privacy for the participants is ensured with
a very high degree I'15]. C.yptographic authentication of the time blocks with
time-stamp allow = the entire network to hold the logs for any interaction in the
blockchain. Block.' ain ensures the verifiability of the users. Other than above
discussed cha- acte “istics some author explicitly mention the key points like trust
enabling notiv~ T, 27, 11, 33], Consensus, Transparency, Smart contract etc.
Blockchair zives « Jistribution oriented service to be used as a storage. All the
records tl at may e stored in the blockchain have to use smart contracts[16, 9].
Smart conu.~te Jetermine the record of data and conditions in the blockchain.
These contr. ~ts, as a form of code, give a huge power to the programmers to read
and w ite ov' r the blockchain [9]. As storage, blockchain provides accuracy and
re' ~hility to it’s users and protects the data from fraud and being tampered or




corrupted [18]. Blockchain as storage maintains proper decentral..2ti y»n and true
redundancy, total privacy and cost reduction [10]. Decentralizes veb v.°1l be the
future of this era[36].

3. Preliminaries

In this Section, we explain each properties (e.g., se\ irity, 1 rivacy and man-
agement) that our protocol achieves. Finally, we intrr suce uie pbuilding blocks of
our protocol.

3.1. Properties

3.1.1. Security and Privacy
We briefly describe each of the security and . <vacy properties in the context
of our system below.

1. Pseudonymity: No entity will be . vie _ “dentify any party of our system
because users are being identified by 1 dynamic key. As a result users are
keeping their selves pseudonym. . * Data will not be identified by just
seeing it.

2. Privacy: Only registered parties will be able to interact with the system.
Even a registered party win not be able to access the private raw data of
other parties.

3. Integrity: Authenti- ater parties will be able to store private data.

4. Accountability: fach v. .ck will be identified by corresponding block-id.
Only authentic atea arties will get them and will interact with them.

5. Security: P rtier will keep their encrypted data in the system which ensures
secured envu. 'ment for them.

3.1.2. Manag ™ .nt
e User. ..eed w register once and by providing the ID and PWD 3 they can
eas 'y get 1, to the platform.

4Py sudonyn 'ty and anonymity are two different things. Anonymity refers to the fact of being
unknow. * in o ¢ system users are identified with dynamic keys, hence users are pseudonymous.
™ and PWD are described in Table 1.




e PAU will act as a Trusted Third Party (TTP) of our system, . ~ it will be the
medium between user and blockchain.

e In the case of Block id sharing, users need to be very carr .. because un-
trusted access will make the platform vulnerable for u.> particular user’s
data.

3.2. Cryptographic tools

Here, we describe Elliptic Curve Cryptography (Ef () "17] which has been
used as the cryptographic tool to provide proper ~ryptoo.iphic functionality to
the users. Formal definition of ECC will be given here.

Definition 1 (Elliptic Curve Cryptography) Ei: tic Curve Cryptographic scheme
use the trapdoor function which means if w . .upue B from A through trapdoor

function then it is mathematically infeasible to . ~eenerate A from B.

trar wo.
- B

<L
All the functional properties of ECC arc¢ de. ~ribed:
Encryption Scheme:
Choose, Elliptic group [E,(a, b) and ge.. rator point, G € [E,(a, b) such that the
smallest value of n for that nG- C ‘< a very large prime number.
Message, M is encoded in tc point t , € E,(a, b)
Both sender and receiver sr lects = r vate key, ny < n
compute public key Py, s uch .nat Py = nsG
Cipborte. vo'at, Pc = [(KG), (Py + KPp)]
(K is the random inte .~r and Fp is the public key of receiver here).
Decryption Scheme:
Plair .ex: point, Py, «— (Py + KngG) «— Py + KPp
only receiver kno ir g private key np will retrieve this point, Py, by removing

l’qu(G.

4. MediB’ ..uin F\ stocol

In this ~ectio’. we present the architectural as well as the design view of our
platfo .n. Table 1. describes the notations that are used in the next sections.




Table 1: Terminology table

Notation Description

ID ID of the User
PWD Password of the user
Up Encrypted user data
Uiq Block id, where user data will be . “ved
IDx ID of the User X
PWDx Password of the user X
Ubx User X’s Encrypted data
Usax Block number, where user X’s a. *a is saved
Secured channel  Obtained by the authentica. ~ns “rocess of our system
T (6n) Transaction of ¢, through . mart contract
H m Set of all identical h.. nes
r Address of the issuer
% Address of the me. rag > sunder
On Number of cat ~orie. in the smart contract
{S,R}authenticatea  authenticated ser.1e,, S and receiver, R
S, R} authenticatea Unauthentic -. 2 P= tied, S and R

w,-'—«

i, & & H; Property of diftc. ~nt blocks

4.1. Overview of Our Protoco.

Fig. 4. shows the hig’. lev ] view of our platform. The following entities and
their roles are described v, - dy I cre.

Data sender is the patien., 'vho will send her personal healthcare data to the sys-
tem. Data sender “.1a, s the vital role in case of data preservation. Data that will
be sent to the sy. »m must be accurate otherwise wrong data will be detrimental
for patient bec- use the “vhole treatment depends on this sensitive data. However,
our system w (] t7 <e tF ¢ encrypted data from the users. Encryption of data will be
done in the very . ¢ nning of MediBchain’s process execution.

Data rece. ver w'.l request for the data after authenticating itself to the system.
Regi: fration Unit will act as an authenticator. When any party (Sender or Re-

ceiver) ». "' come for the first time to take the service of the system; it will store
the'r 1, wad PWD to be used further. Each party will have to register for once

10
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and need to preserve .nhe "D and PWD. Further they just have to log in and access
through secured ch>~nel for «ransaction of their private data in the cloud.

Private Accessiblc Tnit (PAU) Both the parties of the system will be able to
interact with FAU .fter authentication. It needs a secured channel to interact with
PAU because . = ugl this unit they will send their private data to the System. It is
the interm’ wiary ui.c for both the levels of our system, through which the element
of one lev 1 will 1 1teract with the other.

block chain vill hold the data of the users. Each transaction in the blockchain
will reirn 2, identifier. Transaction identifiers will help the users to access the
dc .. ©rrther.




For better understanding our system is divided into two levels. Lc ~l-. is Graph-
ical User Interface (GUI). User will interact with our system ti.. ~ugh is level.
Elements of level-1 are: Registration Unit and PAU. PAU is *..c elen..nt of both
Levels so it will work between level 1 and 2. Level-2 is the b- cke’ d 0. our system,
which interacts with low level elements of this system througn, ”AU. Element of
level-2 is: blockchain. blockchain is being used as a repe sitory ~f healthcare data
in our system. Our platform uses permissioned blockcha. » whic 1 will require au-
thentication to access.

Steps in the system : Steps of our system could be defir.~ - from Fig. 4.

Step-1 : Data sender will request with the ID and PWL ‘o have access in the sys-
tem.

Step-2 : Upon accessing the system in step-2, Da.~ sender will send data to PAU
for storing.

Step-3 & 4: Step 3 & 4 will take place in level-2 of our system, where PAU will
send Upp to blockchain and it will return "Jir 10r future access to the blockchain
and also for finding the exact Block v “=re 1. = data were saved.

Step-5 : In this step PAU will return th> U, to Data sender which was given by
blockchain.

Step-6 : From this step rest of the ste, - are related to Data receiver. As step-1,
this step also requires sign in =__~ess and after sign in Data receiver can request
for the data.

Step-7 : In this step Data ~eceir, ~r " /ill request for the data to Private Accessible
Unit along with the Upp. " AU will receive the Uyp for further use.

Step-8 & 9: Step 8 & 9 a. sar.e as step 3 & 4 but the data are not same for this
steps. In step-8 PAU - <1l request the blockchain along with the Upp and in Step-9
blockchain will retwin it.

Step-10 : This is .ne inal step where PAU send the private data to the Data re-
ceiver.

4.2. Formal ’sesc ‘ipti »n of Protocol

In this s~~tion. ~ > will define how Data sender, Data receiver, and our system
will work altoge her in case of sending and receiving the data. In case of data
transmissic ™ in ¢ ar system parties need to go through a step called registration.
After .onfirmation of the Registration Unit that party can access the PAU.

12
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Figure 5: _ow le. 1 view of Sending Protocol

4.2.1. Protocol between Jatc sender and System :

Fig. 5. Shows the 1>w .. el ,iew of sending protocol. A patient will play the
role of a data sender . this protocol. Encrypted data will be sent to the system.
Generation of ciphertexts .~lely depend upon a function known as encryption
function. General zea form of this function is Enc(x,y). Below we will see how
this function wors.

Enc(key, Data) = Up (D

By providing .. an-. the health data to this function data sender will get Up and
will send “. to the system. Public key encryption technique (e.g., Elliptic Curve
Cryptogrz »hy (Et 'C)) will be applied to encrypt the private data.

Suppoe- X 15 .. Vata sender of our system. At first X will request for getting into
the sy stem b, providing the IDx and PWDx. Our system will send confirmation to
X if sh > nror «des the right ID and PWD. If X could sign in to the system properly
ar « o “° the confirmation then she will send her Upx to PAU through a secured

13




channel. Secured channel will provide the security to the trans.. ‘ss’on of data
. In this stage PAU will interact with blockchain and this intc.ctio.. with the
blockchain will be done by the smart contracts of our system.

In our system smart contracts have been designed in a way suck tha. blockchain
will return the number of that block which has been denoted a. ';y. Each block
has a unique id which will work as an id of a specific 1 atient. PAU will get the
Uiq on each transaction of data in the system for X it wil. be U;, (. PAU will send
the Upyx to the blockchain then smart contract will 17 .urn the special id Uy, for
X. After that PAU will send the U;yx to X and end th. n” stoc )1. X has to store this
Uiax otherwise next time X will not be able to acce. = her ;_rsonal private data.
Getting the Ujgx is the confirmation for X that means th. data has been kept to the
system and then X could log out and end the sec..-=d - nannel transmission with
the system.

4.2.2. Protocol between Data Receiver and Sys. m:

Receiving in our system will take tw. la' c.., of authorization. Because after

registering or signing into our syster narti. s will have to provide the Uy to get
their data back through the secured ch.ni ! In this phase if they fail to submit
the Ujq then they will not be able t ..c~=<\ their data. U4 is the key to receive the
actual data. Fig. 6. shows a low level v.~w of receiving protocol.
Suppose user X wants to retriev~ her data which she sent to the system in sending
phase. As like sending phar . this | hase is also controlled with the authentica-
tion or Registration unit wherc ¥ b.s to sign in first then will be able to access
our system. This sign in .eq ires the ID and PWD of the user which was given
in the registration phase. ™ X rcovides appropriate ID and PWD only then the
system will send conf rmation. After getting the confirmation X will be able to
interact with the sys.em u.-ough a secured channel. In this interaction with the
system, X has to p-uv. le her Ujx. After getting the Ujyx system will interact with
blockchain. This ‘nte.action will take place in level-2 of our system. Only PAU
can interact wi n bloc. ~hain, here the smart contracts of our system will be the
medium.

Smart cor cract v ‘1l send the Ujgx to blockchain for retrieving the data of X from
it. 256 biv hash ¢ the corresponding block number will be checked in the smart
contre ., when the hash will be matched with any block then it will continue the
proce 's to rei fieve the data. Otherwise this exception will be handled through the
smart cu. “ .cts.

Su, 00 ¢ i€ hash of any block is,
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Only if the hash of 1" «’s corresponding block is same then X will be able to
get her data. In our systen. hlockchain will return the Upx to PAU and it will be
redirected to X lat . . fter this data retrieval session will have it’s end.

X will get her Up,, w'.ich has to be decrypted to get the actual raw data to decrypt
the data user n- ed to u.> Dec(x,y) function.

Dec(key, Up) = plaintext 2)
X will usc equati n 2 with key and Upy to retrieve the raw data.

4.2.3. otoraee of our system :

O 't syste n will store the ID and PWD for authentication and response pur-
pose. Ou. system solely will manage these private data in the cloud without de-
perdir 2 va any other trusted third party (TTP) apart from the PAU. Each time

15




when user will store the data she will get a new block to write so t..~ b’ock-id will
change by time. ID and PWD is dependent on party but U4 is dy. ~mic ith each
data storing process.

4.3. Programmatic view of MediBchain

Smart contract of our system has been presented in th’ s pape. through some al-
gorithms. These algorithms have been designed to be con -erted “a any blockchain
based language (e.g., Solidity, Golang). Contracts -« our system are written in
Solidity language and all the results of this paper are 2l<, ba ed on Solidity based
environment. Algorithms 1-3 will be appropriate “~r ar ¢nvironment designed
for blockchain environment.

Algorithm-1 describes how our system will check .~e i suers verifiability. All the
hash of our system is denoted by H »; and all the .~lid H; must be a part of H .
Here, i refers to particular number of HH;.

7'{/\/(<—{7'{1,71A 73, ...... ,7'{1}

H q is the set of all identical hashes 0. ou system that will be provided in the
time of account creation in the bl ~ i~ network. I' & v are part of H »( and
play significant role in transaction. Twy different notations have been used to re-
duce the complexity of Algori*’..~-1, issuer of contract has been denoted with I
and data uploader/downloadr . has be *n denoted with v. Here, issuer is the address
who runs the contract and mess..e .ender is the address who sends the message.
If both of them are not se ae *1en Algorithm-1 will return false.

Algorithm 1: Check’.g o. Tss ser and Sender
Result: Verified 75> =t

11, v
2 > address of the issuer and message sender respectively
3 whileI' && v « “{)(do
4 ifC# thn
5 | rewr,
6 els
7 ‘ 5
8 | > It will proceed the code to next algorithm
9 end
10 en.

1, ' 2orithm is important for security and accountability of data transaction.
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It will work in between the time of smart contract execution ana ‘he Jata trans-
action (e.g, upload, download) between MediBchain and blockc.. in. .. vesdrop-
pers could take a chance of data manipulation in the meantinr .. All u.> accounts
of this system will be the part of H »( and also the initiator of conuuct and data
uploader/downloader will be same. Execution of rest of the cu.tract will be de-
pendent on the similarity of I' & v. Algorithm-2 will be ir .tiated ~fter algorithm-1,
in which ¢, represents the number of categories to be hel.' by the structure of data
in our contracts.

Algorithm 2: Transaction of Data

Result: Data Upload
1 struct Data «— Y| 8,
2 Data[] data;

3 bool«——0;

4 while n do

5 ~ getting input from message sender,v
6 if v returns string then
7 data «— Y| 6y;

8 bool «— 1;

9 return bool;

10 else

1 return bool;

12 end

13 end

Algorithm-2 will be « vec ated after fulfilling the conditions below.
Iff,
I' && v € H pq and,
I" (1ssuer) = v (message sender)

Here, I' is the #ddre.~ who runs the contract and v is the address who sends the
message. If br ch ¢. them are not same then this algorithm will return false. Users’
(patients’) data -ill " e having different categories to be inputted. Different cate-
gories me'.a that the healthcare data come in different types, suppose user wants
to save B.nod su' ars data and also Blood pressures data these two are different.
By cat~_ory ... refer to this scenario that the user can store different diagnostic
resulf s in a b. ck. Hence, we have designed two different contracts. In Algorithm-
2 each ~true’are will hold maximum four different types of healthcare data to be
st. oo ™ the block if we change data part as follows,
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data «— Y'_, 6,
We have another smart contract which takes maximum eight u.%eren. types of
health data to be stored in the block. For that we need to char .. data part again.
So above data part will be changed as follows-

data «— Y3_ 6,
We have shown some computational analysis in subsect on- 3.2 using the varia-
tion of data storing capabilities of different smart contrac <.
Line-1 is showing that the structure of smart contrac’ can take n number of indi-
vidual data from a particular patient at a time. In the 'or p da a will be assigned to
its corresponding structure in line- 7 and then the u. *a wi'' ve written in the block
in the same contract. A particular structure will be wr ten in a particular block.
As mentioned earlier each block of blockchain hoic -~ dif’ erent id which is not same
as H pq. H pq represents the account id of blockeain network whereas hash ids
has been denoted with H;. A bool variablc ~as peen returned from Algorithm-2
as a flag for Algorithm-3. In Algorithm-3. &; rep. ~sents the block number and H;
represents the hash of particular block.

Algorithm 3: Block-id Generation
Result: Block-id
é:i > ]I_Ii 5

> Will hol® ... H; «— Hash of Block, &; «— block number
while bool do
> Returned value from Algorithm 2
if bool «— 1 ther
& «— block Nu.. her );
H; = bloc! .~lockhash(¢));
return H;
else
return . "V g
end
end

o 0 A T R W N -

—_—
- o

-
(8]

Algori am-3 wul return hash id H; if all the requirements will be fulfilled
by the co. tract. : will take a variable named bool by which this algorithm will
define ~hetue. 0 return block-id, H; or not. Functions block.Number () and
bloc :.blocthash() are the syntex of Solidity language, where block . Number ()
will re. *rn t* ¢ corresponding block number &; and block.blockhash() will re-

—-

oo
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B; > &, H;
¢&; and H; are the properties of each block, B; by which our ¢ v/ste a w.il work
H; «— block.blockHash(¢;)

Programmatically each H; will be generated from i*'s corresponding &;. As in-
stance, if block.blockhash() gets & as a param te” 1t v ill return H; or if it
gets & the function will return Hyy. So the relatio. ~an - written as,

{]I—II’HZ’HB’H4’ """" s Hl} = {51‘52’ f:‘”é- y eeeeces ’fi}

5. Protocol Analysis & Evaluation

5.1. Security Analysis

o Pseudonymity: Data Sender, S an 1 Fecerver, R will not be identified by
any party during transaction.

e Pseudonymity of §: A™~+ am entication S will upload the encrypted
private data, Up. Any ou. + party will not be able to identify S by
looking her Up, becanse of it’s identificationless attribute.

e Pseudonymity of R: H, will be used to trace particular B; of the
blockchain whi:h hold< che private data of S. During transaction 7~
party will hol . the H; to have her Up back from the system, these H;s
are as sensitive . ' thr private data for receiver. H; will be held by only
our party hich ensures the pseudonymity of Data Receiver because
no one will be .*le to detect S during 7 or even after 7 because of
encryy .ed roperty of Up.

Suppo.~ {ID,PWD} is the function for authentication,

a’{ID,PWD}_> {SaR}authenticated

o Pri\ acy: R :gistration Unit and Up ensures the privacy of the {S,R}uthenticated
“.au data respectively.

e FP.ivacy from system: Parties, {S,R}uthenticatea Of OUTr system have pri-
vacy as pseudonymity of users is maintained. o{ID,PWD} will ensure
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the access in the system. This controlled access of {C R} ytnenticated
provide privacy to the users of our system. Therefore, ('~ o1 S, R}authenticated
can not be compromised any way.

e Privacy from other parties: S will have her dedica.~d "3, in the blockchain
to store Up. So, if any {S,R}authenticateda Of OV~ “yste.. tries to access
any other party’s data it will not be able to ac cess th. particular block
as each party will have their dedicated H;.

Clearly, the former analysis guarantees a very <t ,ng rivacy of parties be-
cause only {S,R}iuthenticatea Will be able to . ~ces. s well as retrieve data
from that particular B;.

o Integrity:

—

e Access request data integrity Z-~h time S or R tries to access the sys-
tem, she needs to authenticate % .rself primarily. This access request
needs to be done by both *..~ dy amic entities- S and R of system.
These access requests will reg uire correct ID and PWD, which will be
generated by party itsel, “na will be holding by the database of sys-
tem. So without S or R and system these authentication data will not
be known by anyc ie. L’ which system guarantees the access request
data integrity.

e User data Inte ritv Use of Enc(x,y) function ensures the data integrity
as the data i *t: bl ,ckchain will make no sense to any other per-
son excepf the dat. owner. After retrieving the data from the system
{S,R}authientica. + need to decrypt the Up with Dec(x,y) function. In
order t- o« =ak this integrity level attacker needs to break the security
of un erlv.ng encryption scheme, ECC.

All the r ata “nat are related to our healthcare data management system guar-
antees 1n..” 4rity.

o Accy mta’ jlity:

e T ansactional B;: When any party will come to save it’s data to the
ystem a unique number or nonce, H; will be returned which leverages
the accountability of our system. Only party itself will be holding this
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nonce which makes the party accountable for it’s Up L. ~a".se without
valid information about

B; > &, H; party will not be able to access her , -ivate data from
blockchain.

e PAU as bridge: Interaction of {S,R}iuthentic .y Wi the system is
controlled. This controlled path refers to th  securc 1 channel which
will be created by the party itself through a{i.>> PWD}. Through this
channel {S,R}authenticateda Will interact wi.n PA™" which is a bridge be-
tween the system and blockchain. Securc * char ael makes the bridge
accountable for secured 7~ with blockcha

o Security: Each B; will be dedicated to {C R}authenticatea and their H; is
secured as integrity is guaranteed in .+ plattorm. As a result, these B; will
not be accessed by any {S,R}auth -+icated- If attacker somehow manages
to intrude into the blockchain netyor'. patients’ sensitive data will make
no sense because of encrypted “*ribu.> of data. Accessing the raw data of
patient will need the keys and De ~(4,*) will return the raw data to parties.
So, the data security is guara ol ** our platform.

The equation for Transactior,
T (6,) — {{V?—(M TeHp,veH 4T = v} and {Va{sﬁ,mhmicated {ID, PWD}}}

After analyzing each of t'.e p operties we can conclude with saying that no plat-
form secures blockchain b..” .d pr cudonymous healthcare data other than our platform-
‘MediBchain’, in the ! =st of our knowledge.

5.2. Computation . “valuation

We setup an ¢ ~vi-onment to evaluate our protocol by writing programs using
Solidity 0.4.11 and J~ A 1.8 with a computer Intel(R) Core(TM) 15, CPU-3.30
GHz, 8 GB o' RA M, Y/in 8, 64-bit OS. We deployed Elliptic Curve Cryptography
(ECC) for genera.n | and retrieving the input and output respectively.

5.3. I .wa sharing:

W = test t e computation time to generate the cipher texts. Each encryption
is an isu...od process. Fig. 7. presents the data encryption time versus string
siz. of ucalthcare data. We take several inputs to see how the rate of growth of
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Figure 7: Computation .. - ‘n cenerating input

time for encryption changes with varichic input size. We take 5 to 30 kilobytes
of data to analyze the encryption “~e o\ different data size. From the resultant
graph we can observe the rate of grow." of curve is nearly linear which means the
encryption time increases with increase of data size. Data sharing phase of our
system is variable and indepr adent rocess, variable means that input size could
vary for different users and inc ~nen'.ent means the encryption of different users’
data are not dependent on cac’: othcr.

5.3.1. Data manipulat on wu. .mart contract:

The issues that b «ve _=en mentioned in the manuscript could be solved with
other technologies -t through blockchain environment we get the proper dis-
tributive attribute wh’:h lacks in others. Blockchain gives us the option to use
it as distributec leag. ~ which makes the technology a viable option. Ethereum
environment ! as F cen used to analyze the effectiveness of this new idea of EHR
system over wi.. ‘ow, operating system. Ethereum is the most effective platform
to run Da ,ps (Distiibuted Apps) using solidity language that is the reason why
Ethereum »latfor 1 has been used to access blockchain.

Before _:tting access of a block in the blockchain network data will be accessed
by ou - smart ‘ontract. Use of smart contract will cost some gas which is known as
the cry, *ofi» _{ of Ethereum Virtual Machine (EVM). To run any dapp (distributed
al we. o) on the Ethereum environment the executed application will need to
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Figure 8: Computation cost of transaction anu vecution of smart contract

have some transactions in the networ , in rc‘urn of transaction the environment
costs the executor some gas. Initiator o. exccutor of transaction will get the gas
in exchange of Ether in Ethereum c. uu....ient. We evaluate two smart contracts,
one with 4 inputs category other with » inputs category. In context of program-
ming language which is numb .. v, ariables to take input from party. Subsections
5.3.2 and 5.3.3 will depict t_ = analc 2y of different terms of smart contract with
4 inputs category and 5.3./ and ..? 5 will depict the analogy between two differ-
ent smart contracts with vari- ole ‘nputs, where . We tried to show some analogy
based on the transactio'. anu ~Xf cution cost of our smart contract.

5.3.2. Transactior Cc¢ 't vs Execution Cost:

Fig. 8. depicw. t'.e analogy between transaction and execution cost of smart
contract. To Fave an «ccurate analyzing result we run the smart contract with
different inpt.” si- es t' at varies from 5 to 100 characters of string. Curves in Fig.
8. shows th~ zost .. .ncreasing with the input size. But the rate of growth of these
two curve s is san = between the intervals and linear too.

5.3.3. oiock-id generation costs:

O e of th  key terms to be ensured while writing smart contracts was block-id
generatiu... Block-id generation will cost for execution and transaction. We an-
aly e t 1€ vlock-id generation cost with different string length, but interestingly it
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Figure 9: Computation cost of transaction and « ~cution of smart contract

costs same for all the inputs. Fig. 9. sh~< the carves of execution and transac-
tion cost of block-id generation. It is clea: tFat each parameter is almost constant
with the increase of the size of string. -ans. ~tion and execution cost is same for
growing input size.

5.3.4. Transaction cost of variable inpu.-:

Parties of our system mayv ...~ to upload a vast amount of data in different
categories. Smart contract i +y have to be redesigned so that we analyze the cost
to see how our platform re acts v. *tt an increasing amount of category to store it
in blockchain. Before th's svsection we were talking only about smart contract
having 4 categories to “ake ‘< i put, but for having an effective analogy we will
give 8 categories as i',, "1t to see how the behavior changes of our platform. Fig.
10. shows us the analogy v ‘tween two smart contracts in which one will take 4
inputs and other ¥ 11l ake 8 inputs. In Fig. 10. we can see that smart contract
having 8 categoric. < input will cost higher, but the rate of growth of curves are
similar and the cost wi. increase with string size.

5.3.5. Exection .~ ¢ of variable inputs:

Fig. 1. pres. nts the execution cost of smart contract with variable input. As
explained . “ove .mart contracts may vary in different scenario, so that we present
the ex _cutio costs’ analogy in Fig. 11. The rate of growth of curves is similar but
smart contras t with 8 inputs will cost more gas while execution with increasing
string lenguis.
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5.4. Output generation:

To get the plaintext or actual private he - ithcare data of patient the data from
blockchain need to be decrypted. As li"c ~nc.yption, decryption or output gener-
ation process is also isolated. All the outyp 1t generation for the parties is indepen-
dent from each other. To analyze thc ~utput retrieval time we take different sets
of string 5 to 30 kilobytes of data at a single input to get an actual idea of output
retrieval time for the patients. In1°g. 12. curve shows that the rate of growth
of time is related with the inp. ¢ size as the time is increasing for decryption with
input size. The curve is ".ear'y li.ear. Time is in millisecond in the graph that
is computed with Java d. -iv ; de .ryption. Elliptic Curve Cryptography (ECC) is
used to generate the p! .ntexu.

5.4.1. Input generation vs C atput retrieval:

Generation of inp' t and output is independent from each other. Encryption
will take place in u. time of giving input and decryption will take place in the
time of output. Fi‘,. 13. depicts that two processes take very different amount of
time while pro. » sins. With the string length both the time increase but encryption
needs mor. ume tuun decryption. For encryption it takes 80 to 90 milliseconds
where dec ryption needs less than 10 milliseconds.

6. Ci nclusn n

The p..per presented privacy preserving platform for healthcare data in cloud.
We ha e uefined a set of security and privacy requirements for healthcare data
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management systems and argued why suc™ .ttributes are necessary for a health-
care data management system in clo.C O.r analysis shows that our platform
satisfies all such requirements. Experim “utai performance evaluation shows that
this platform runs well in blockcha» euv.ronment. In the future we will try to
explore the interoperability between diftccent entities (e.g., diagnostic center, hos-
pital, doctors, patients) of her.wc. e process, and another direction would be to
address the issue of handling “ey-the ft/loss mechanisms or key distribution tech-
niques.
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Highlights:

1. We proposed a user centric EHR systems for Healthcare, which gives the touwil controlling
power of the data to the users.

2. In generic EHR platform, it becomes easier target of intruders to 1.~ 1de the system than
totally breaking the security of the system. We solved this pi.“lem by implementing
permissioned Blockchain along with the cryptographic functior ..

3. We explored the archival use of Blockchain in our platform b stor ng tiie data of users in the
blocks of the permissioned Blockchain.

4. Controlling the pseudonymity of the users is a big challc nge. V.» solved the pseudonymity
issue by applying cryptographic function. We used Elliptic “urve ( ryptography (ECC) to make
the data safe from other party in this distributed ledg. ysten.



