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Accountable Cross-Border Data Sharing Using
Blockchain Under Relaxed Trust Assumption

Mohammad Shahriar Rahman

Abstract—Cross-border data sharing for knowledge generation
is a challenging research direction since an application may access
personal data stored in countries different from the one where the
application is accessed from. In this article, we propose a cross-
border data sharing platform where a global cloud is built atop
multiple security gateways that are set up in different countries.
Once an application requests access to data from a particular coun-
try or region, the global cloud collects the data stored in local data
hubs through that region’s security gateway. While transferring the
data to the global cloud, the security gateway records this transfer
information on a blockchain maintained by the global cloud. When
an application reports any misbehavior (e.g., providing wrong data
type or incorrect data) against a security gateway, the global cloud
verifies the claim by auditing the blockchain and punishes the
misbehaving security gateway if the claim is true. In the case of
false misbehavior report, the application itself will be punished by
the global cloud. Thus, our platform provides an accountable data
sharing function using blockchain that relies on a relaxed trust
assumption on the data providers. We include five algorithms to
handle data access request, data sharing, blockchain transaction,
detecting, and punishing misbehaving entities. In the algorithms,
we also introduce how the transaction takes place in the plat-
form. Thus, the proposed platform is able to handle misbehaving
data sender, data receiver, or any entity participating in the plat-
form. We analyze our platform empirically by showing different
graphs, which have been generated by a number of experiments on
blockchain environment. We also delineate how the multilayer of
signature (Elliptic Curve Digital Signature Algorithm) acts in our
platform.
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I. INTRODUCTION

HE Internet of Things (IoT) [1], [2] paradigm is rapidly
gaining momentum in modern wireless telecommunica-
tions. IoT devices, such as smart sensors designed to monitor
temperature, pressure, and other environmental conditions, and
wearable devices to measure an individuals state of health,
generate vast amounts of time sequence data [3]. These data
are stored in the cloud and analyzed for useful information like
personal preferences and to predict the environmental conditions
surrounding people and the next action that people may take.
The impact will increase if the heterogeneous data stored in
multiple countries/regions can be organically integrated. As the
data obtained from IoT devices are mostly sensitive information
related to an individual, namely, personal data, concerns over
security, and privacy is an obstacle for the participation of
users. Individual users often have limited control or no con-
trol over how their personal data are stored, transferred across
domain boundaries, or used. To address the concerns and data
control issue researchers proposed several blockchain-based
solutions [4]-[6]. Blockchain is mainly a distributed ledger, an
elaborated description of which has been given in Section III.
A use case for cross-border data sharing without blockchain is
depicted in Fig. 1. We show the blockhain-less use case of cross
border data sharing to show the real life necessity of blockchain.
Data from different IoT devices are stored in the cloud. Those
cloud stored data are accessed from different regions/countries.
But the data transaction information are not being stored in the
blockchain. In this case, malicious intended users may cause
harm to the sensitive data. We consider a scenario where a ma-
licious user may affect the cross-border data sharing. Suppose,
Entity A is wearing a smart watch and his personal data are being
stored in a cloud, which could be accessed by any entity from
different parts of the world. If any malicious Entity B gets access
to this personal data then data privacy and security of Entity A
could be compromised. If in these data his/her sensitive private
information is included then it will directly cause data loss to
Entity A. Also, Entity B’s access to that data are recorded as
transactions on the blockchain. This type of uncontrolled access
to personal data may result in data loss, theft, and alteration.
Also, no one can be held accountable for such untoward incident.
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Fig. 1. Data sharing/accessing from any part of the world is important. Using
blockchain is also important in the case of cross border data sharing to audit the
overall behavior of the entities. This figure presents an use case of cross-border
data sharing without blockchain.

So, accountability of data access should be introduced in these
scenarios where data could be accessed with verification.

A. Motivation

A recent regulation adopted by the European Union, Euro-
pean General Data Protection Regulation (2016/679) [7], is a
legal step, which, among other things, seeks accountability in
access to the personal data of EU citizens, and control over
the movement of this data both within and outside the EU. It
is expected that with increasing trust, decentralized multicloud
environments are about to unlock great potential for future data
analysis [8]-[12]. However, as the data are shared across borders,
the type and quality of data that has been asked for by the data
receivers can be compromised due to negligence or malicious
intent of the data provider, namely due to misbehavior of the
data provider. Previous data sharing platforms implicitly assume
that the data provider is trustworthy. In these platforms, if a
data receiver ends up with incorrect data, it cannot claim that
it has been provided with unwanted data. Also, those platforms
cannot provide the accountability of data sharing, namely who
provided which data to whom at which time. The functionalities
to detect and prove such misbehavior of a data provider are not
addressed in those platforms. Even the misbehaving or malicious
data receivers are not detected/addressed in those platforms as
well.

Our proposed system addresses the aforementioned chal-
lenges of cross-border data sharing platform, which increases
accountability and trust upon the data sharing cloud platforms.
Trust refers to the fact that the users can rely on the platforms
for receiving the expected data. When wrong data are provided
by the data providers registered with the platforms, we impose
certain penalty for the misbehavior to resolve such issues. Thus,
the whole platform becomes increasingly trustworthy. Our sys-
tem deals with the data requests separately and controls each
transaction. A data provider is not assumed to be a trusted
entity and its act is controlled through penalty mechanism in
our proposed system. Data receivers are also controlled so that
they are refrained from doing any malicious act to harm data
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provider or the system. Our platform, thus, works under relaxed
trust assumption on the data provider/data receiver such that
they need not be completely trusted for their behavior. Both the
entities (data provider and data receiver) will have to comply
with the policy and regulations of their respective regions for data
transaction. Data receiver gets an option to report misbehavior
in the case of irrelevant or inequivalent data transaction. At
that point, security gateways will check the authenticity of that
report and will take action accordingly. Each transaction of
data are recorded in the blockchain for auditing [13], which
solves the challenge of being anonymous in case of malicious
behavior of entities. Each transaction that would be recorded
in the blockchain consists of corresponding data transaction’s
active entity (data provider and data receiver) along with the
timestamp. Auditing will be done with that stored information.
Global cloud of our system will act as a medium between
the data receiver and security gateway. Security gateways will
represent a particular region and will be connected to all the data
providers of that region. As mentioned earlier, we have consid-
ered relaxed trust assumptions on the data providers/receivers.
Relaxed trust assumption means that the platform only trusts
that the data provider will send the data. Whether the data are
right or wrong is not guaranteed by the platform. Hence, we
introduce the misbehavior report and punishment process in our
platform.

B. Our Contribution:

Our contributions in this article are as follows.

1) We propose a framework for accountable cross-border
data sharing platform integrating blockchain. We propose
several algorithms to handle data sharing, misbehavior
reporting, and blockchain transaction.

2) Data providers and applications involved in cross-border
data sharing platform are accountable.

3) Accountability has been achieved by using permissioned
blockchain.

4) The accountability protocol allows any application to re-
port misbehavior through a global cloud. The global cloud
knows which data provider was reported against using a
blockchain verification, and can punish the misbehaving
data provider. Similar penalty mechanism is also applica-
ble for misbehaving applications.

5) Global cloud only knows which device is transacting
which data. Only this knowledge will not compromise the
privacy of the data providers because we have assumed
that the data owner herself will be kept anonymous to the
global cloud utilizing standard anonymization techniques.

6) Signature will allow our system to attain data integrity.
Multilayer signature has been utilized in various protocols.
Global cloud and security gateway can verify whether the
data has been sent from the corresponding data provider
or not through the signature.

7) Misbehaving data sender, data receiver, or any entity par-
ticipating in the platform will be handled by the platform.

8) The platform allows to share data under relaxed trust
assumed on the data providers/data receivers.
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C. Paper Organization:

The rest of the article is organized as follows. Section II
discusses the previous works, Section Il introduces the platform
architecture, Section IV describes the data sharing protocol,
Section V discusses Algorithms and penalty mechanism for
misbehaving parties, Section VI describes the security and
performance analysis. Finally, Section VII concludes this
article.

II. RELATED WORK

In this section, we have discussed the previous work related
to our platform.

The intelligent Knowledge-as-a-Service (iKaaS) [14] plat-
forms have been proposed as a way to share data across borders
whereby a global cloud collects data from multiple local cloud
systems that are set up in different countries. Although there
have been few technical studies on security and privacy for
decentralized multicloud environments, these studies have not
focused on privacy issues in relation to the cross-border transfer
of personal data [15], [16].

Hidano et al. [17] designed a security gateway to interpret
the regulations in both countries that is capable of flexibly
controlling the access permissions of the application while
taking privacy into consideration. In this model, the privacy
certificate authority (CA) is built for each country as an exec-
utive agency responsible for the national regulations governing
the handling of personal data. The security gateway refers the
privacy certificate issued by the privacy CA in the country where
the application exists and the security policy configured by the
privacy CA in the country where the local cloud is set up, in
order to interpret the regulations in both countries. However, they
did not provide a way to configure access permissions for the
applications of each union, city, or area. To address this problem,
Hidano et al. [18] proposed a hierarchical model of multiple
privacy CAs, which allows the iKaaS platform to be applied to
cases involving multiple regulations related to personal data in
the same region. However, it cannot handle the accountability
of data sharing. Also, this platform does not handle trust issues
on participating entities.

Trans-border data sharing requires some strict policy to be
maintained due to privacy and security of the data. Seddon and
Currie et al. [19] discussed a comparative review of the regula-
tory and compliance issues surrounding cloud computing. Their
main interest includes the healthcare data and IT. They discussed
how two nations U.S.-EU (HIPAA or EU data privacy laws), con-
verge in the same policy line to share personal private healthcare
data between them. They also discussed a conceptual framework
for addressing the issues in healthcare and IT industry in the case
of data sharing over cloud. Horandner et al. proposed a privacy
preserving framework (CREDENTIAL) [20] to share data over
cloud. The use of proxy re-encryption and redactable signa-
tures allows their framework to mitigate obstacles on security
and privacy for data sharing. They introduced hardware-based
multifactor authentication mechanisms to overcome the present
insecure situation of cloud computing platforms. Nalin et al
have described the current state of the eHealth infrastructure
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in [21] for cross-border health data exchange in Europe. They
have described about CONFIDO (EU-funded research project
for secure cross-border health data exchange) and shown how the
security of the EU eHealth data infrastructure is being reinforced
by it. They enlisted all the key points relating security of the
project including: Trusted Execution Environment, Physical Un-
clonable Function, and Homomorphic Encryption mechanisms.

A blockchain is a distributed database that maintains a
continuously-growing list of records called blocks secured from
tampering and revision [22]—[27] through a series of transactions
and verifications by the miners. Smart contract [28], [29] based
technology leverages the accountability of platforms. Third
party based platforms are accepting blockchain for its smart
contract based service, which requires no trusted third party.
In a permissioned blockchain [30], every transaction contains a
list of miners authorized to verify the transaction. This can be
predecided by the source or the owner of the data associated
with the transaction.

Chang et al. [31] have described the opportunities and the
challenges of adopting blockchain in the cross-border trades.
The potential of blockchain in cross-border supply chain market
is the main focus point of their research. Qui ef al. [32] have
conducted a SWOT analysis on SWIFT and ripple (based on
blockchain technology) systems, which are being used in the
cross-order remittance market. The result of their analysis is
pointing out that blockchain technology based systems will
eventually revolutionize the cross-border remittance industry.

III. PROPOSED ARCHITECTURE

In this section, we have described our platform, each entity,
and their roles.

On this platform, as shown in Fig. 2, a global cloud is hi-
erarchically built atop multiple security gateway systems that
are set up in different countries. The global cloud organically
integrates the data stored in the data hubs, and the integrated
data are provided for various types of applications as knowl-
edge. Security and privacy are controlled by a security gateway
at the entrance to each region. When using the platform, the
application can access the data for different countries, conduct
multiple-scale analyses, and compare different countries. On the
other hand, if the application accesses personal data in different
countries, the platform must handle the data in accordance with
the regulations governing personal data in both the country
where the application exists and the country where the security
gateway is set up.

Scope of the entities in our platform has been described here.

Global cloud: Global cloud accepts data requests from the
applications and works accordingly. Global cloud is connected
with all the security gateways and collects data through this con-
nection. It verifies all the misbehavior report of the application
and punishes the entity with misbehavior.

Security gateway: Security gateway takes the request from the
global cloud and sends it to the data hubs. Other than processing
data security gateways help the platform to find the misbehaving
entity.
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Fig. 2. Cross-border data sharing platform architecture.

Data hub: Data hubs collect data from the IoT devices. These
also help the platform to identify the misbehaving IoT devices.

Application: It can request data from the cloud and also can
report misbehavior.

A. Security Gateway

Each region has a security gateway at the touch point with the
global cloud. The queries from the application and the data on
the data hub are all exchanged through the security gateway. The
security gateway handles the access control of the application
under the rules governing the handling of personal data both for
the country of the application and the country of the data hub. It
may also deal with privacy control on behalf of the data owners as
in [18]. The security gateway uses a token to control the access of
the application. When an application requests access to the data
hub’s storage, the security gateway generates a token and returns
it to the application. The application with the token can request
the data any number of times until the token has expired. The
application is then required to specify the data hub’s ID or the
types of data that it wants to have access to and its membership
certificate. When issuing the token, the security gateway refers
to the membership certificate and the security policy in order
to comply with the rules of both countries. Thus, the gateway
determines whether or not the application is permitted to access
the data.

B. Blockchain

The blockchain is maintained by the global cloud. Every
time a security gateway forwards data to the global cloud’s
data service module, this action is recorded on the blockchain

as a transaction. When an application reports a misbehavior
to the global clouds data service module, the data service
module verifies the claim by checking the blockchain. We
assume a permissioned blockchain, whereby every transac-
tion contains a list of miners authorized to verify the trans-
action. This can be predecided by the membership of the
platform.

Transactions are recorded on the blockchain with the help of
smart contracts of our system. Smart contracts are the medium
(code) to write something in the blockchain. Whenever global
cloud tries to record the transaction in a block, global cloud needs
to verify itself to the blockchain environment. Global cloud uses
the verified account (node of any blockchain network) of the
blockchain network to write the transaction. After verification
the global cloud becomes authorized to write the transaction in
the blocks. To audit a particular transaction in the blockchain
data service module will also take the advantage of smart con-
tracts. Data service module will check the transaction through
the hash-id of that transaction. After the audit our platform will
take decision on misbehavior reports.

IV. PROTOCOL FOR DATA SHARING

In this section, we have sketched the protocol for data sharing.
We have discussed the steps on how data are being accessed and
also how we are providing the accountability to the users.

The data sharing protocol is divided into the following two
stages: 1) data access and 2) accountability

Table I describes the notations that are used in the following
sections.
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TABLE I
TERMINOLOGY TABLE
Notation Description
Aia Registered Applications of our protocol
¢ Certificate of registration
T Time variant token
DH; Data Hubs
SG; Security Gateways
Raid Region of Ajq
Romn, Region of DH;
Oreq Requested data
Ores Data A;q’s responded with
RAC Security policy checker (for country of Ay & DH,)
GC Global Cloud
o(p) Misbehavior report, where p is the penalty
M Metadata of data transaction
Global Security
Application Cloud Gateway Data Hub
1. Request for data
2. Forward request
through data service 3. Check policy
module .
compliance
4. Forward Request
Request for data
5. Return (data,
signature) pair
Ta. Sign(data, :|6. Verify Signature
signature)pair and
forwards to data service
module.
7b. Write transaction
record in blockchain
9. Forward data :l& Verify Signature
Steps for data access
Fig. 3. Steps for data access management.

A. Data Access

St
1y

2)

3)

4)

eps involved in data access are shown in Fig. 3.
An application sends request to global cloud to access a
particular type of data from a particular region.
The global cloud processes this request through its data
service module. Upon checking the type and location of
the data requested for, the service module forwards this
request to the security gateway of that region.
The security gateway checks whether the request is com-
pliant with the policy and regulation of that region.! Secu-
rity gateway rejects the request if the check fails, otherwise
the request is forwarded to the data hub that stores the
requested type of data.
The data hub generates a (data, signature) pair and for-
wards it to the security gateway.

I"This will not compromise the security of any region/country as our platform
will work only with the privacy policy of any region/country which is public
like, General Data Protection Regulation of EU.

Fig. 4.

5)

6)

7

8)

B. A

Global Security
Application Cloud Gateway Data Hub

1. Report misbehavior

2. Audit blockchain
:Itransaction
3. Record

misbehaving
security gateway

4. Send audit report
and penalty

5. Record
misbehaving data hub

4. Forward audit report
and penalty data

Steps for accountability

Steps for performing accountability.

The security gateway verifies the signature. If the verifi-
cation fails, the corresponding data is discarded.

If the signature verification succeeds, the security gateway
does the following tasks.

a) Signs the (data, signature) pair that it received from the
data hub, sends the [signature, (data, signature)] pair to
the data service module of the global cloud, and stores
the data transfer information as a transaction in its local
storage as a supplementary data to the data provider or
application in the platform.

Writes the transaction record in the blockchain to
verify the misbehavior of data provider or application
later.

The global cloud verifies the signature of the security
gateway. The (data, signature) pair is discarded if the
verification fails.

If the verification succeeds, the global cloud forwards the
data to the requesting application.

b)

ccountability

Steps involved to achieve accountability are shown in Fig. 4.

1)

2)

3)

4)

An application reports a misbehavior to global cloud. This
report includes the type of data, its source region and the
time when the data were received.

The data service module in the global cloud accesses the
blockchain and verifies the claim made by the application
by auditing the blockchain.

If the reported misbehavior is found true, the global cloud
computes the amount/type of penalty or deterrence for the
misbehavior, and records the details of the misbehaving
security gateway and its punishment in its database.

The global cloud sends the audit report and the penalty or
deterrence information to the security gateway.
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Algorithm 1: Data Access and Misbehavior Report by
Applications.
Input: ﬂid, PWD, ti, T, Rﬂid, RD?{,;’ 5req
Output: §,.,, ©(p)
fa,, = financial payment of Ajq
{payment will be done during registration of A;q in
this system}
;. phMRA i, PWD )
{Registered Application Verification}
20 if (A € Aig9"7?) then
3: ¢; +— certify(Aq, t;)”
{ Certificate will be generated once until 7 expires }
4. if (¢; = valid™) then

51 Ores ¢ DAR{80q} %%, Ry, i
{DAR-Data Access Request}

6: if (6req = Ores) then

7: return d;q

8: else

9: Revoke ¢(p)

{penalty p will be decided upon the type of ¢}

10: return (p)
11: end if
12: else
13: Revoke a request to update 7 by paying i
14: end if
15: else
16: return ()
17: end if

5) The security gateway checks the audit report to see if the
reported misbehavior is against itself. If not, the misbehav-
ior was from a data hub. The security gateway stores the
audit report and the corresponding penalty or deterrence
of the data hub.

6) The security gateway forwards the audit report and the
penalty or deterrence information to the corresponding
data hub.

7) If an application reports a false misbehavior then it will
be penalized.

V. PrROTOCOL CONSTRUCTION

In this section, we have introduced five algorithms and de-
scribed them. We have also introduced the penalty mechanism
of our platform.

A. Algorithms for the Platform

1) Algorithm 1: Upon registering with the system, A;q will
get a membership certificate ¢; «— certify(Aq, t;)™ (time-
variant function) where ¢; is the time stamp of the A;q denoting
their registration stamp in this system and 7 is the token, which
is controlling the time-variant attribute. Accessing data from a
system-certified member will request with 7, Raia, Rpgy,, and
Oreq- R, is the region of Aiq, Rpgy, is the region of DH;
and dreq to be accessed from the data service module. Another
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functionality of data service module of our system is reporting
of misbehavior ¢ by DH; or by SG; after verifying 0,5 against
Oreq-

2) Algorithm 2: Data request from A;q will be handled by
GC. DAR will transfer the request to GC along with R, ,,
Rop,, ¢; for processing the requests. These requests will be
transferred to the particular Ryqy,’s SG; if ¢; of corresponding
Aiq 1s passed as a valid certificate from Algorithm 1. Here,
Ropg, will be equivalent to its Rsg,. Response of SG,; will
be a signed version of (data, signature) pair (pair contains the
signature of DH;). This multilayer signed data are denoted
Sign(data,signature). Verification of this multilayer signed data
will be done by GC itself before passing the verified data (only
data) to requester.

Upon receiving §,es, Ajq checks the equivalence between d;es
and d,eq. If any inconsistency (e.g., corrupted data, data from
different region) found into d,¢s then A;q will report ¢ to GC.
Equivalence of d,¢s and 6,4 will be checked through keyword
matching. Ajq will define some keywords in d,.q and after the
response d.s Will be checked for those similar keywords in
it (e.g., if d,eq is about healthcare data then in d,¢ healthcare
related keyword will be searched). Through this approach the
equivalence will be checked and verified. To verify ¢, GC will
audit blockchain and if the ¢ is found true then the amount or
type of penalty will be returned in the form of ¢(p) (here, pis the
amount or type of penalty). If the reported ¢ is found wrong then
the misbehavior reporting A;q will be penalized. At the same
stage GC will store ¢ and p separately in a publicly accessible
database.

3) Algorithm 3: Registered SG,; (by financial payment,
f59+) represents particular regions of our system. Each SG;
will be connected to all the DH;s of that region and will pro-
cess the requests and responses of A;q and DH;, respectively.
Along with handling the request and response, SG,; will issue
the updated token, 7’ to each A;q who will receive 4,4 after
successful checking of the valid data request with the regional
access control (RAC). RAC checks the security policies of both
the countries (country of Ayq & DH;). 7/ will be updated
until the maximum allowable number of services reached or the
allocated time is expired. SG; will verify the (0.5, Signature)
pair sent by DH; and, then, will generate Sign[(d,s, Signature)
pair].

Each time the response by the SG; will be a multilayer signed
version of the data. After responding with it SG; will write a
transaction on blockchain to be verified later by the entities.
Reported ¢ will be checked whether it is about SG,. If the ¢ is
not about SG; then SG; will send the ¢ to the corresponding
PDH; and will update database.

4) Algorithm 4: DH; are the only source of data in our
system. Each request of Aiq will be validated by the entities
operating between A;qs and DH;s but the requested data will
be responded by DH; solely. A single DH; could have a lot of
data types in it to response with. So, after getting the data request
Oreq, DH; will search for the equivalent data in it. In case of a
successful search, DH; will keep the data for further processing
otherwise it will discard the d,¢q. After each successful search
DH; will sign the data so that it could be validated later by the
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Algorithm 2: Response to Ajqs and ¢ Report Passing by

Global Hub.

Input: DAR{éreq}Rf‘id R, , Cis Ores [from SG;1,
Corresponding Block-id Bi4 where the transaction of that
particular request has been written, @{p}, f%

Output: p, Oy

f59: = financial payment of SG;
{payment of registration SG; }
DBPuic (Pyblic Database}
I: reg 7 Rse} « ( 8G,, PWD } {Registered
Security Gateway Verification}
k() ¢— {8req ) Ma Rori i { k() will return a}
where, a € req; Ron,, Ci

2: fori=1tondo

3: if (Rpy, = Rsg,) then

4: SG; <— a {send the request to the corresponding
region’s SG; }

5:  end if

6: end for

{Global Cloud will receive response from SG; }
7. GC«—d', 7

{here, @' +— Sign(dyes, sSignature), a}

8:  if (verifysign (Sign(dres, signature)) = TRUE)
then
9: T=1
10: update c;
11: return J,.; {Only d,.¢ Will be returned }
12:  else
13: delete Oyes
14: return ()
15: endif

16:  { GC may get report from Aiq }

17:  GC +— ¥

18:  audit(Biq, ¢4, @', Rsg,)

19:  calculate p

20:  if (audityesponse = T RUE) then

21: fSGi= §59: — p {SG,’s financial statement will be

updated}
22: DBP®ic ¢ SG.. p, ci, @
23: else
24: fa «— 8G;-p {Aiq’s financial statement will be

updated if it reports wrong ¢}
25: DBP®Lic ¢ Ay, p, ¢,
26:  end if

entities operating between DH; and Ayq. After signing the data
DH; will send the (0,5, signature) — pair to its SG;. All the
valid data requests will go through the above discussed process
and will be sent to the A;q through the entities between them.
5) Algorithm 5: The smart contracts have been used in
our platform, which include the process of transaction. Only
SG,; and GC are able to interact with the blockchain. When-
ever they try to interact, authenticity of their corresponding
nodes/accounts of blockchain network will be checked. Upon
successful authentication they will be able to request for the

Algorithm 3: Data Forwarding and ¢ Report Processing by
Security Gateway.

Input: a, p(p)
Output: 7/, o(p) [if ¢, is about DIH;], Biq
j=0 {To choose the compliant DH }
1:  Send fS9 to GC
{On registration and if 59 =() by (p)}
2: 8G;+—a

3: fori=1tondo
4: {checks whether DACs, . is compliant with
DAC pyy, }
5: if (DACs,,, = DACpyy,) then
6: j=i
7 else
8: IEjJects req
9: end if
10:  end for

11:if (j£0) do

12: Dj‘fj — 6req

13: SGi «— (Ores, Signature) — pair

14: if (veri fysign (Ores, sSignature) = TRUE) then

15: Signature(dyes, signature) = Sign((Ores,
signature) — pair) {multi-layer signed data}

16: generates 7'

17: writes transaction on blockchain

18: stores Biq

19: return 7, Biq

20: else

21: delete((0res, signature) — pair)

22: end if

23:  else

24: return ()

25:  endif

26: { 8SG; may get report from GC}

27:  if (p(p) € 8G,;) then

28: DBP*PYc « p {updates p for SG;}
29:  else

30: DIH; «— ¢(p)

31: DBPPYie «— p {updates p for DH, }
32:  endif

transaction. In the case of getting Biq first, the transaction will be
done by SG;. Then, blockchain will return the ;4 through smart
contract. Whenever any ¢ will be reported, GC will audit the
blockchain for verification. For this reason GC will authenticate
it self through the smart contract. Then, it will request with the
particular B;q. After getting Biq blockchain will return the M
or the metadata.

B. Penalty Mechanism in the Platform

We assume that the type of penalty is in financial form. At
the beginning, any security gateway who intends to join the
platform (similarly, if a data hub joins a security gateway),
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Algorithm 4: Response to Data Requests by DIH;.

Algorithm 5: Blockchain Transaction.

Input: 0,
Output: (J,es, Signature) — pair
fPH: = financial payment of DI,
m = 0, d,, {n types of data DH; holds}
Send fP* to SG,;
{On registration and if f2% =0 by ©(p)}
DG‘Q — 5rcq
for:=1tondo
if (6req = d,) then
m=mn
else
delete req
9: end if
10:  end for
11:  if (m # 0) then
12: 6res =dm

DN =

PN EAEW

13: signature(dyes) — (dres, Stgnature)
14: return (0,5, signature)
15: else

16: delete yeq

17: return ()

18: endif

19:  if (p(p) € DH,)

20: update p

21: else

22: delete dyoq

23:  end if

commits through financial payment.> If audit fails, then, the
security gateway has to pay a penalty. The penalty (if any) is also
logged in the global cloud’s database. The security gateway pays
a penalty of p to the global cloud. In case a data hub has to pay
the penalty, p is paid by the data hub to the global cloud through
the security gateway. global cloud verifies that misbehaving
party’s account has enough balance to pay the penalty p. The
penalty transaction handles the transfer of penalty between the
misbehaving party and the global cloud. If it does not have
sufficient funds for paying the penalty, then its membership is
temporarily revoked until the payment is made. This essentially
means that the misbehaving party cannot send the data to anyone
else. Once the penalty information is put on the global cloud’s
database, the information is public and available to applications.

VI. SECURITY AND PERFORMANCE ANALYSIS

In this section, we have discussed the security and perfor-
mance analysis elaborately. Empirical overview of our platform
are shown through graphs with description.

A. Accountability
External entities of our system are accountable for their

behaviors. If any misbehavior is reported by the A;q, then the

2We do not explicitly define how the payment will be made by the parties. It
could be in the form of annual membership fee or on credit.

Input: M
Output: Biq
1:  flag= FALSE

2. if (8G; = authentic_account) then
3: recieve +— M

4: else

5: decline

{In the case of unauthorized blockchain node it will
not recieve the transaction }
6: end if
7. if (flag == TRUF) then
8: return B;y
9.
0

else
1 return ()
{Smart contract will stop running. }
11:  endif

{Next following steps will run for GC}
12:  if (GC = authentic_account) then
13: GC — Biq
{ Biq will be sent to the blockchain. }
14:  if Biq is TRUE then

15: GC+— M
16: end if

17:  else

18: return ()

19: end if

misbehavior is analyzed by the entities and necessary penalty is
imposed on the particular entity.

1) Aiq canreport p against the data if it is not corresponding
t0 itS Oyeq.

2) After ¢ is reported, the system will check for the authen-
ticity of ¢. GC will audit the blockchain to check whether
this ¢ is right or wrong. In this way any Ajq is accountable
for its misbehavior report.

3) If the ¢ is not correct then the penalty will be generated
for A;q by the GC.

B. Verifiability

1) A;q will hold an account in our system. Each time Ajq
will have to authenticate itself to the system.

2) Only verified Ajq will be able to interact with the system.

3) Rpyy, of each important entity Rz, can be verified.

4) Each DH; is verifiable with its signature in the data
sharing process. The signature will be verified with the
public key of DH,;.

5) 8G; is also verifiable with its signature.

6) GC and SG; will verify SG; and DH;, respectively.

C. Integrity

1) Security policies of each region is checked in the system.
2) The security policies are preserved at the time of data
share/access. RAC preserves it for the entities.
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Fig. 5. Transaction for block-id generation.

3) GC and SG, can write on blockchain, which gives the
transaction integrity.

4) Through (d,cs,ignature) pair, the integrity of DH; is
checked.

5) With (0,s,signature) pair, the SG; are being verified.

D. Performance Analysis

We setup an environment to evaluate our protocol by writing
programs using Solidity 0.5.0 and JAVA 1.8 with a computer
Intel(R) Core(TM) i5, CPU-3.30 GHz, 8 GB of RAM, Windows
10, 64-bit OS. We utilized Elliptic Curve Digital Signature
Algorithm (ECDSA) to implement the signatures.

1) Block-id Generation in Blockchain: We take the block-id
generation cost solely to see how it behaves during the trans-
action period. Number of users for transaction is increasing by
one in the Fig. 5. The graph is increasing with the increasing
number of users. It is almost linear. First users transaction takes
nearly 041 million amount of gas.? Last user of our test takes
083 million gas. But in the experiment user 4 takes same amount
of gas as the first user. In the case of user 8, the amount of gas
increases significantly. So we are assuming that the network
stability also has an impact on the transaction. The faster the
network will be, the lesser the gas amount will be taken to make
the transaction.

2) Transaction Cost Without Block-id Generation Cost: We
calculate the amount of gas each transaction takes to finish
the data transaction in our setting. The first user takes nearly
12 million amount of gas to transact. Fig. 6 is nearly linear
till user 16, then it is showing a different form. Again, we
assume that stability of network pays a role in gas fee. After
user 16, the stability of network was reformed so we get a better
performance in this period. But in the period of user 10 to user
16 the graph is totally stable. The reason of this stability is also
related to the stability of network. However, the user 20 finishes
approximately at 31 million gas cost, which is at the linear stage
with the previous users (1-15).

3Gas is the unit to measure the cost in blockchain network, which measures
how much it takes to deploy a smart contract in the network and also gas has an
actual value in currency.
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Fig. 7. Analysis of transaction cost in blockchain.

3) Total Amount of Cost for the Transaction: InFig.7, we can
see there are three lines in the graph. The blue line denotes the
total gas cost of the transaction in blockchain. In this analysis,
we can see that in the beginning for user 1, the total and the
transaction cost without block-id generation are similar. But
the block-id generation cost is low with respect to them. Total
amount for a transaction is approximately 17 million where
the block-id generation costs 12 million and only transaction
costs nearly 12 million of gas. In the case of last user (user
20) total amount of gas needed is 4 million, which is too high
in comparison with the block-id generation cost. So we can
conclude by saying that the transaction cost increases with the
number of user though the block-id generation cost is very low
in the beginning (for user 1). For a set of 20 users whenever SG;
and GC will transact highest amount of gas could be 4 million
of gas in our setting.

4) Signature Analysis: ECDSA [33] has been used to gener-
ate the signatures in our system. Each transaction of data needs
two signatures to be signed and verified. Upon the justification
of data request data hubs DH; will share their signed data with
a signature. Security gateways SG; will verify the signature and
ensure that the data has been sent from a trusted or authenticated
data provider. Later, SG; will again sign on the (data, signature)
pair and share the pair with global cloud GC. Then, GC will
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Fig. 8. Analysis of signatures. (a) Time for single signature. (b) Time for
multilayer signature.

verify the signature and the verified data will be sent to data
requester.

We have analyzed the signature function with time and input
size. We take 2 to 10 kB of data to be signed by the program.
Fig. 8(a) delineates the behavior of our signature with increasing
input size. We can see that the graph is linear and parallel to
x-axis, which means that the signature will need similar amount
of time with the increasing input size. Size of input has no effect
on the time to sign the program with ECDSA. Fig. 8(b) depicts
the behavior of multilayer signature. This graph is similar as
8(a), which means to sign multiple time or twice the signature
will take same time as single sign. Input size has no effect on this
multilayer signature. It will take 29 ms to generate a signature
in both cases. We can conclude by saying that input size has no
effect on signature generation though it will be signed twice.

E. Comparison With Related Works

This section shows a comparison between our platform and
other related platforms. We consider certain properties/metrics
of the platforms for fair comparison. If a particular platform
has the property in it then we marked it with “Y” otherwise
marked with “N”. Here, Table II compares our platform with
other existing systems and literature presented in this article.
With the various metrics derived from the careful analogy of the
systems, a conclusion can be drawn that our platform has greater
advantages as compared to the systems presented.

VII. CONCLUSION

In this article, we proposed a data sharing platform for cross-
border data utilization. The platform leverages a global cloud
that collects the requested data from a data provider operating
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TABLE II
COMPARISON BETWEEN PROPOSED PLATFORM AND OTHER RELATED SYSTEMS

Metric [17] [33] [34] Our Platform
Trusted Platform Y Y Y N
Trusted Data Provider/Receiver N Y N Y
Accountability of Data N YN* N Y
Provider/Receiver

Penalty Mechanism N N N Y
Cross-border Policy Adherence Y N N Y
Privacy of Data Owner Y Y Y Y
Multi-cloud Environment Y N N Y
Blockchain-Based N Y Y Y

in a different region. While providing data, the data provider
needs to record the transaction on a global blockchain. The
global cloud can audit the transaction if there is any report of
misbehavior from the applications and can penalize misbehaving
data provider or application. In the platform data sender, data
receiver, or any participating entity in the platform can be
punished for the misbehavior. Our proposal, thus, provided a
platform for accountable cross-border data sharing where an
application does not need to fully trust a data provider while
requesting data access. We are yet to investigate searchability on
encrypted data through this platform. Prototyping the proposed
platform for large scale data, data providers, and data receivers
will be our future work.
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