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Abstract—Data privacy is one of the intriguing problems in
e-commerce site. For personal or business purposes, users have to
disclose their private data to these e-commerce sites. Often such
businesses use these highly sensitive data for computing artificial
intelligence-driven analyses like recommendation generation
without user consent. In the case of recommendation generation,
data need to be analyzed at the business platforms. An automated
personalization, based on artificial intelligence, on a list of
products with respect to user interest is generated by a
recommender system. However, the secure utilization of user data
is absent in such systems. This paper proposes Private-Rec, a
privacy-preserving platform for a recommendation system
through the integration of artificial intelligence and blockchain. In
Private-Rec, blockchain gives the user a secure environment
through the distributed attribute in which data can be used with
the required permission. Under this platform, users receive
incentives (i.e., point, discount) from the recommended company
for sharing their data to be used for computing recommendations.
The Private-Rec platform has been studied empirically.

Index Terms—AI-based data analysis, distributed ledger
technology, e-commerce, user-centric system.

I. INTRODUCTION

RECOMMENDER system [1], an Artificial Intelligence

(AI)-based subclass of information filtering system,

makes a prediction on a list of product. These systems are the

common applications of big data.

E-commerce companies (i.e. Amazon.com, Facebook, You-

Tube, Alibaba Group, eBay, Jingdong) are widely using

recommender engines to generate an optimal recommendation

based on customers’ interests. Increasing product sales is one of

the goals of a recommender system. Nowadays, recommender

systems are not only being used by e-commerce companies, such

systems are also being used by other companies like: Netflix [2],

LinkedIn, Facebook [3], YouTube [4], Amazon [5]. Recommen-

dations are generated in two ways: content-based filtering and

collaborative filtering. In collaborative filtering, a prediction list

is generated by determining the interrelation between users’ his-

tory and other users’ interest [6]. On the other hand, description

of items and user profiles are explored in Content-based filtering.

Here, user profiles are constructed from the user’s history and the

user’s rating [7]. Companies collect and store a huge amount of

customer data. Such data are used to generate the recommenda-

tions. Fig. 1 shows a general view of a recommender system.

A. Motivation

Nowadays, people are concerned about the privacy of their

personal information which is being stored in various platforms

(i.e. company, IoT device, healthcare services) for different

purposes. To make an optimal recommendation using collabo-

rative filtering [7], [8] companies store personal data of its cus-

tomers. So, here comes the issue of data privacy in such AI-

based platforms. There are several incidents of users private

data disclosure [9]. These days, through social media, millions

of users share their personal information. Recently, nearly 87

million user data were hijacked/leaked from Facebook [10].

One of the main reasons for this data leakage is weak privacy

settings. As such, while the companies are collecting and stor-

ing user information users have no control over their data.

Several platforms [11]–[19] have been proposed to deal

with privacy issues. However, there are still chances of expos-

ing user data, since these sites may exploit or exchange user

data with an unauthorized party without the user’s consent. In

this paper, we have designed a framework, named Private-

Rec, which is a user-centric recommender system leveraging

collaborative filtering. The whole process of data collection

and storage is done by our platform without having to share

the data with companies. No entities are able to access user

data in our proposed Private-Rec, and the recommendation

computation is performed in a secure manner. Thus, the com-

panies will not have any chance to get access to user data.

Whenever our platform uses user data, the transaction record

of data sharing is stored on a blockchain. Users of our platform

will receive incentives from the platform when their data are
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being used. Blockchain ensures that no user data is used for

computing recommendation without incentives. Block-

chain [20] is a secure, ordered, and immutable data structure

that stores transactions, and it pledges identification, authenti-

cation, and authorization. The benefit of using blockchain is

that it tracks and handles transactions without a third party. We

use duly authorized blockchain (permissioned) in our platform

which enables access control. Permissioned blockchains allow

a node to participate only when its identity and role are defined.

This nature of permissioned blockchain prevents creating fake

participants in a distributed network that thwarts different secu-

rity threats (i.e., Sybil attack). The current environment of a

public blockchain is suffering from scalability problem. There-

fore, we are using permissioned blockchain which will give a

better performance than public blockchain. We use collabora-

tive filtering to find an optimal recommendation with respect to

user interest. Our platform ensures data protection through

blockchain as users have access to blockchain to track the trans-

action. Furthermore, user data is stored on our database, and

companies are no longer able to secretly gather data from the

user. Our platform provides protection of user data which prop-

erty is missing from existing recommender systems.

Fig. 2 shows the general working module of our platform. If

any user claims that his data was shared then through block-

chain it will be very easy to find out when his data was shared

with which company. Our platform resolves all the aforemen-

tioned problems in the e-commerce environment. Our plat-

form ensures that a user has control over his data unlike the

current systems.

B. Our Contribution :

In this article, our contributions are as follows.

� We are proposing Private-Rec, an AI-based privacy-

preserving recommender system ensuring user data

privacy.

� We utilize blockchain to store data transactions to make

the company accountable.

� Private-Rec guarantees accountability, integrity, pseu-

donymity, and privacy. Data privacy problems have

been addressed by storing all data in the accountable

data cloud, and our platform uses cryptographic features

to ensure privacy.

� A cluster-based incentive mechanism has been intro-

duced. The users who will share data to generate recom-

mendations will receive some point as an incentive.

These points can be used in the platform later.

� Three algorithms have been introduced to handle: the

request sending mechanism of Guest user, Recommen-

dation generation mechanism, Joining request manage-

ment, and incentive mechanism. The platform has been

evaluated in different recommender systems set up.

Paper Organization: The rest of the paper is structured as

follows: Section II outlines the related work. In section III we

provide the preliminaries defining our platform’s notations, col-

laborative filtering, and properties. Section IV discusses the

description of our platform’s protocol and the operating sce-

nario. The protocols are built-in Section V. Section VI intro-

duced security analysis. Computational evaluation appears in

Section VII. Section VIII holds some concluding remarks.

II. RELATED WORK

In this section, we discuss some of the related works done in

this area.

In [9], Lam et al. addressed critical research questions relat-

ing to the privacy of a recommender program. They focused

on collaborative (automated) filtering based on AI. A detailed

discussion of user trust infringement and the possibility of

leakage of personal information emerge out of their work.

Researchers have taken various actions to address data pri-

vacy. Various techniques have been proposed recently. Some

recently developed data management platforms utilize block-

chain to protect personal data [21].

A stable recommender framework was proposed in [11]. In

addition to secure multiparty calculations, the authors sug-

gested a stable recommender network using blockchain. Com-

panies can store consumer data in the system and use

blockchain to store data (e.g. preference list, preferences, his-

tory of shopping, confidential data such as credit card data).

Due to cryptographic functionalities, all data are encrypted

and not accessible without customer permission. Companies

provide incentives if the customers give permission to access

their data for computing recommendation. In their proposal,

collaborative filtering operates on the mutual data to figure out

an appropriate recommendation, so that the organizations are

unable to see the recommendation. Customers are able to

receive the recommendation through a notification that gives

secure access to the resulting recommendation. While the

Fig. 1. Users and Recommender System’s general functions.

Fig. 2. An application of Private-Rec.
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authors have introduced a secure framework, it does not

address the following critical points. First, although the compa-

nies are not permitted to access the customer data stored in their

proposed system, they are permitted to arbitrarily collect and

store customer data without their permission. Second, they

assert that the whole computation is carried out in blockchain.

But computation in the blockchain is practically infeasible.

Third, their fully anonymous system allows an unauthenticated

entity to access and create dummy profiles. These dummy pro-

files can be used to manipulate the rating of their own products.

Hence, the idea of fully anonymous customers leaves open the

possibilities for fraudulent activities.

A. Recommender System

Users of different e-commerce websites become confused to

find out the best product due to numerous options, hence the

recommender system comes with the solution. Not only e-com-

merce websites but mobile recommender systems [22] are also

becoming more popular for an AI-based personalized recom-

mendation. Increasing revenue is one of the recommender sys-

tem’s primary goals by boosting the product sell. The google

news personalization recommender system [23] is another

most common personalized recommender system. This system

sends recommendation from the users’ click history. The basic

principle of recommendation is finding the correlation between

the user and product-centric activity [24]. Here, product-cen-

tered operation means the user’s ratings, and a data-driven

approach can be used to find correlation from the ranking

matrix. Different types of rating scales are described in [24].

Suppose, a 5-star rating scale defined as {-2, -1, 0, 1, 2} deter-

mines how much a user likes or dislikes a particular product. It

is called an interval-based rating system, where a series of

ordered numbers are used to evaluate likes or dislikes. In binary

rating systems, 0 or 1 represents likes or dislikes. Another form

is a categorized rating scale where the rating scale is set by

ordered categorized values such as: Strongly Agree, Agree,

Neutral, Disagree, Strongly Disagree.

B. Blockchain

We use blockchain at our platform to store the data sharing

transaction. Blockchain is a data structure that has the following

characteristics: immutability, append-only, organized, open and

transparent, safe (identification, authentication, authorization).

Blockchain is becoming more common in cryptocurrencies like

Bitcoin [25]. It is a decentralized ledger for storing and manag-

ing the transaction and historical states. In 2008 Satoshi Naka-

moto launched the first blockchain [26]. The explanation for its

success is its decentralized role in storing transactions. These

transactions are processed and registered without third par-

ties [27]. All the data stored are encrypted and an encrypted

result can be found using a Fully Homomorphic Encryption

Algorithm on encrypted data. The layout of Blockchain was

conceived by linearly sequenced blocks. To ensure consistency

and immutability of the chain, each block contains the crypto-

graphic hashes corresponding to the preceding and current

blocks. The chaining function ensures that this stable data

structure is completely integral. Blockchain can be opened to

the public in such a way that anybody can join or it can be fully

private where only licensed parties are allowed. These are also

classified as Public and Private Blockchain. The two popular

methods of validating the transaction on a blockchain are Proof-

of-Work (PoW) [26] and Proof-of-Stake (PoS) [28].

III. PRELIMINARIES

In this section, we first address collaborative filtering, and

our platform’s properties. We also discussed how to integrate

collaborative filtering and privacy. We describe our platform’s

cryptographic building blocks and cryptographic tools. Then

finally, we explain the assumptions that we made to construct

our protocols.

The notations used in this paper are listed in Table I.

A. Collaborative Filtering

Collaborative filtering [29] is a recommender system tech-

nique which gives users a preference based on other users rat-

ing. That means if a user wants a recommendation on a

particular item or product, she will be given a recommenda-

tion based on other users’ responses. Here comes the scenario

of voting to generate a recommendation. Based on other users’

preferences, the model should contain the preference of users.

These preferences are taken as a vote from users on different

items. Two voting techniques [30] have been introduced in

collaborative filtering:

� Explicit Voting: This technique refers to the fact when

the system takes the preference pi of the user on a ques-

tionnaire basis. System asks the user to vote for their pi
on a particular item and also on a particular rating set.

Upon their feedback or vote, the system generates a rec-

ommendation for other users. The system uses a set of

preferences to generate recommendations.

P � fp1; p2; p3; p4; . . .; pig (1)

� Implicit Voting: The system sometimes does not ask

any question related to the item or does not provide any

TABLE I
TERMINOLOGY TABLE
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rating set. In that case, the system makes a record of the

user’s action in the system. A log of their action (e.g.,

browsing data, purchase history) is recorded for gener-

ating future recommendations.

Both techniques are being used in collaborative filtering
but there are some privacy issues with the implicit voting
technique. Usually, users are not notified about the log of
their actions being stored by the system. This action tends
to create issues like privacy infringement. Also, with this
private data, a lot of companies are doing business without
taking proper consents from the users.

Apart from the voting techniques, collaborative filtering has

two algorithmic approaches to follow:

1) Memory-based Algorithm [31]: Recommendation or

prediction for a user’s next action is determined by the

vote, vi:j which she has cast earlier to the system. If a

user i gives a vote on item j, then we can define the

mean of votes from the recorded votes,

vi ¼
1

jIij
X
j2Ii

vi:j (2)

Prediction of the next vote of the user depends on some

other factors like weights, wða; iÞ and pra; i. Pearson
correlation coefficient is used to determine the weight,

wða; iÞ.

wða; iÞ ¼
P

jðva; j� vaÞðvi; j� viÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiP
jðva; j� vaÞ2

P
jðvi; j� viÞ2

q (3)

This correlation coefficient is used to predict the user

preference for the next vote or for the active user. Pre-

diction for an active user a for item j, pra; j is calcu-
lated by the equation below,

pra; j ¼ va þK
Xn
i¼1

wða; iÞðvi; j� viÞ (4)

We are using this approach in our platform.

2) Model-based Algorithm [32]: The recommendation of a

particular item depends on a model that has been created

to generate a classifier so that all the users having similar

interests stay in a single model. Previous votes of the user

are counted in this algorithm. The model-based algorithm

makes recommendations by computing a probability.

There are some machine learning approaches to build the

model in this technique. Bayesian network, clustering

and rule-based are some important approaches. Equations

are used to generate the probability of the next vote in this

algorithm,

pa; j ¼ Eðva; jÞ ¼
Xm
i¼0

Probðva; j ¼ ijva; k; k 2 IaÞi (5)

B. Properties

1) Privacy: Accountability, integrity, pseudonymity, and

privacy are the key focus points of this system. The system’s

design is based on ensuring proper privacy to the users, their

interactions, and their data. Some key points of privacy are

briefly described below:

1) Pseudonymity: The users cannot recognize each other

in the system. Even the system does not refer to users

with their identity.

2) Privacy: Activities of a user are not visible to other

users.

3) Integrity: Users can own private data. Private data have

been restricted through authentication-based access.

4) Accountability: All instances of data access are recorded

against the entity accessing the data.

C. Protocol Building Tools

Here we introduce the collaborative filtering technique that

we have used to build our protocol. Also, we discuss the cryp-

tographic tool namely, Schnorr signature scheme.

Definition 1. (Cluster-based Collaborative algorithm):1Let,

Pbk be the likelihood that a (random) consumer is in class k,
Pbl The chance of a (random) object being in l class and

Pbkl � class k linked to l (Probability of a person in class k

being associated with an object in class l)

Here, Yij be the observed data:

Yij ¼ 1; if user i likes item j and,

Yij ¼ 0;Otherwise:

Let Ci be the class that user i is in and let Cj be the

class that item j is in. Model parameters are the base rates

for the user and item, Pbk and Pbl and the probabilities of

a person in class k liking a item in class l, Pbkl. Then the

probability that user i is in class k (i.e., that Ci = k) given
the model parameters and all the other class assignments is

proportional to,

Pbk
Y
l

Pb

P
j:Cj¼l

Yij

kl ð1� PbklÞ
P

j:Cj¼l
1�Yij

Let,Xkz = number of items in class l voted by users in class k.
and, Nkl �Xkl = number of items in class l not voted by

users in class k

Pbkl ¼ bðXkl þ 0:5dkl; Nkl �Xkl þ 0:5dklÞ

[Jeffries prior and beta distribution;b(a,b,c,...)]

let, countk be the number of users in class k. Then user class k
membership probability,

Pbk ¼
gðcountk þ 0:5ÞP
k gðcountk þ 0:5Þ [gamma distribution]

and let, countl be the number of items in class l. for class item
k probability,

1This definition follows Gibbs sampling.
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Pbl ¼
gðcountl þ 0:5ÞP
l gðcountl þ 0:5Þ [gamma distribution]

clustering of objects with multiple attributes could be easily

handled with this model. Converging to the true distribution is

guaranteed by Gibbs sampling.

Definition 2. (Schnorr Signature Scheme): Let G be a cyclic

group of prime order q and g be a generator of G in which the

DLP is hard.

Let h : f0; 1g� � G�!Zq be a hash function. The Schnorr

signature scheme is defined as follows:

Key generation:Let x�!RZq, and y ¼ gx. The pri-

vate key is x and the public key is y.

Signature:To sign a message m 2 f0; 1g�, draw

a�!RZq, compute r ¼ ga, c ¼ hðm; rÞ, and s ¼ aþ cx mod

q. The signature is ðs; cÞ.
Verification:Given a message m 2 f0; 1g�, and a

claimed signature ðs; cÞ, compute r ¼ gsy�c and check that

c ¼ hðm; rÞ.
In the random oracle model, Schnorr Signature Scheme is

secured under DLP assumption.

D. Assumptions

It is assumed that IDg will generate an IDi for eachGUi ran-

domly.2 IDi will be shared through a secure channel. Manager

is the honest entity who will do the rest of the work for GUi

after the request for a recommendation. Upon receiving a

request fromManager cloud will send the data to the temporary

data storage through a secure channel. Data response from the

cloud is recorded in blockchain so that any malicious cluster

could be found. GUi also can claim the wrong recommenda-

tion. In that case, we assume that cluster is responsible for this

wrong recommendation and we will audit the blockchain

against that claim.3 The recommendation is issued in a digitally

signed format for GUi.
4 Then GUi will have to verify and get

his recommendation. The point will be distributed equally in

the cluster to the registered active users and it is assumed that

all the registered users are active.

IV. PLATFORM DESCRIPTION: PRIVATE-REC

The architecture as well as the design view of our platform

are provided in this section.

A. Overview of Our Platform

Fig. 3 displays our entities, and their functions are briefly

defined here:

Cloud (C): C is used as a data storage in our platform. User

details that would be involved in accessing our platform are

stored in C. Only M is capable of creating a connection with

C. Therefore, all user data is stored in C. Thus, no third party

(i.e., companies, unauthorized authorities, etc.) can have

access to user data. There are two entities in C-
1) User List (UL): UL stores all users who are keen to join

our system. No companies have access to UL. The only

entity that can connect to UL is M, and UL is usually

modified byM.

2) Cluster: Cluster stores a details unique to the product.

There are two parts in a cluster-

1) Product Type (Pi): In this section the name of the

product is stored. Using this Pi, C will define a spe-
cific ci and they can be given points byM.

2) Point: The same point would apply to all users in a

ci. Whenever a recommendation, Ri is calculated

using the information of a particular ci then all users
of that ci get incentives by receiving points fromM.

Users may get coupons or discounts from compa-

nies that use these points.

Recommender System (RS): RS computes Ri using the

corresponding data and sends it toM.

Blockchain (BC): It is one of the main components of this

system. We are using ethereum network. We are keeping the

data transaction records on blockchain. A smart contract

ensures that whenever a data transaction will happen this will

be recorded on the blockchain. BC retains a C to RS transac-

tion. The intent of this data transaction log is to assert what data

was exchanged with which GUi at what time if any ci data is

tampered with.

Fig. 3. Private-Rec: User-Centric Recommender System Platform.

2Any random function could be used.

3We do not define any action against reported cluster user, Clusters might
get a deduction by a point.

4Schnorr Signature Scheme has been used in this protocol, any light signa-
ture scheme could be used.
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ID Generator (IDg): Users can link to our platform via a

trusted party which is described as IDg.
5 IDg receives the

GUi request and produces a special IDi corresponding to the

GUi request. Upon generation of the IDi, IDg sends it with Pi

to M. IDg does not store any IDi each time a specific one is

created and shared withM.

Guest User (GUi): A Guest user who is new to this system

is defined as GUi. GUi is capable of connecting with IDg and

M. GUi requests IDg for Ri and receives the Ri fromM.

Temporary data storage (TDS): TDS is a trusted party of

our platform who6 can temporarily store the data. If M sends

a request for data access to C, then C sends the data to TDS
for the specific ci. TDS waits for a response of C. TDS will

stop gathering data after a certain amount of time and will for-

ward the shared data to RS. TDS never permanently stores

the data and does not exchange any data with other parties on

our platform.

Manager (M): The entire requesting and sending process

for Ri happens via the M. It can respond to all other entities.

The cycle begins with M obtaining the IDi and Pi from IDg

and finishes with GUi being redirected to the company’s web-

site or to the website of a specific product. Between these two

steps, M will do some other works, such as storing the IDi,

sending a request to RS for Ri, sending a request for data

access to C for sharing with TDS the particular ci. M receives

Ri from RS and then gives a point to the ci that shared the

data with TDS to compute Ri. M connects to GUi by sending

GUi the Ri and the connection request to that device. M has a

UL update capability if GUi approves the order. Companies

connect to this platform throughM.

Companies: Any e-commerce site can join with this plat-

form through registration. After the registration, companies

will be an entity of this platform and will be able to connect

with the platform through M. Users of the companies will be

added to this platform because users will get the recommenda-

tion through this platform.

B. Formal Description

1) Request Sending to Our Platform: Fig. 4 displays the

low level view of request sending. Using Pi, GUi will submit

the request to our platform. IDg receives the order, producing

a special IDi corresponding to Pi. IDg sends out IDi and Pi

toM.M will store the IDi and forwards Pi to C.
When computing IDi, IDg will use a random function.

Random(Pi)=IDi

2) Recommendation Computation: After receiving Pi

from M, C will look for the ci that has the same product as Pi.

All users of the corresponding ci must then offer permission

for data access. At the time of entering our platform, this con-

sent will be taken from the users. The data fetching will then

continue from C to TDS. After a certain amount of time TDS
would cease data storage and transfer the shared data to RS.
Fig. 5 displays a low-level view of the Ri computation

procedures.

Our platform will use a collaborative filtering method to

compute Ri. Here collaborative filtering will be carried out

in two steps, firstly gathering data from the users who have

the same Pi as GUi. This data collection process will be

done by TDS, with cloud discovering that the specific ci
has the same Pi. Secondly, RS will compute the Ri corre-

sponding to GUi.

3) Sending the Recommendation: Fig. 6 demonstrates the

low-level view of our platform sending the Ri to GUi. RS
will forward Ri to M, then M sends Ri to GUi. M must

recognize GUi from the stored IDi, referring to Ri, and

Fig. 5. Low-level view of recommendation computation.

Fig. 4. Low-level view of sending request.

Fig. 6. Low-level view of recommendation sending.

Fig. 7. Low-level view of adding a new member.

5In this platform, IDg is a trusted party.
6In this platform, TDS is a trusted party.
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GUi will get a signed Ri. We use Schnorr Signature

Scheme here. GUi must validate the signature after it has

obtained Ri. If the authentication succeeds the GUi will be

routed by M to the platform recommended the company’s

page or website.

4) Joining Request to GUi and Adding GUi to This Plat-

form: Fig. 7 demonstrates the joining request procedures to

GUi and the introduction of GUi to this platform. When GUi

receives the Ri concurrently, GUi receives another request

from M, which is the invitation to join this platform. If GUi

approves the request then GUi will address some queries, such

as his favorite items, etc., then all these details and the shop-

ping backgrounds of GUi will be stored by M in C. By

acknowledging the attached request users also offer permis-

sion to access the data.8 Finally, by updating the user list by

M and redirecting it to the company’s page or website after

updating the UL, GUi becomes a member of our platform. If

GUi does not approve the submission, then M redirects GUi

to the site or website of the company.

V. PROTOCOL CONSTRUCTION

A. Algorithm 1 for Recommendation Request

Anonymous users will be able to request for recommenda-

tions in our system. Upon that request req, our system will

generate an IDi for him. To keep track of the user and also for

further request our system needs this IDi.

IDg

funique; randomg������������! IDi

Then M forwards req to RS and submits a data access

request AreqðdÞ to C. Then C searches for the ci which has the

corresponding data. C is made up of clusters.

Upon getting the corresponding ci, C will forward d to TDS
and store the Transaction on BC.

C Transaction���������! BC

After getting the req, RS will request TDS for a data

response and on getting the particular ci’s data dci , C will for-
ward dci to TDS. From requesting to response with the dci ; TDS
has a fixed time t to wait for C’s response. If C forwards dci in t
then TDS will forward dci toRS for recommendation computa-

tion. Algorithm 1 ends at the point where, TDS have the dci .

B. Algorithm 2 for Recommendation Generation

In Algorithm 2, RS will get the dci to generate recommen-

dation. After generating Ri, RS sends it to the M. Then M
digitally sign the Ri and send to GUi along with the joining

request, Jreq.

signðRiÞ�!ðRi; signatureÞ � pair

C. Algorithm 3 for Joining Request and Incentive

Distribution

C will get the incentive as p which will be forwarded to the

corresponding ci. It will be able to use p while purchasing any

item.9 Signed version of data need to be verified by the GUi.

After that GUi will get the Jreq to join our system. If it joins

our system it will be added to the ci from which it was recom-

mended with Ri.

Algorithm 1: Recommendation Request by the Guest User,

GUi.

Input: IDi

Output: dci

t � time for waiting state for TDS
T �! timestamp of requesting, TDS {By Recommender

system, RS}

1: IDg

IDi; prodtype��������!Manager
Request for recommendation by GUi, prodtype,
Product type requested by GUi

2: C  req M
3: RS  AreqðdÞ Manager

{Steps: 2 and 3 are concurrent requests.}

4: Request, RS
{t will be started by the TDS}

5: while t 6¼ 0 do
6: if (AreqðdÞ 2 ci) then
7: {C, searches for AreqðdÞ corresponding cluster, ci)}
8: dci�!TDS

9: C Transaction���������!BC
{Steps: 8 and 9 are concurrent.}

10: else

11: t ¼ 0
12: end if

13: end while

14: if (t ¼ 0) then
15: return ;
16: end if

Algorithm 2: Recommendation Generation.

Input: dci

Output: Ri

1: TDS
dci�!RS

2: RS
generate�����! Ri

{RS will generate recommendation, Ri}

3: Ri �!Manager
4: if (Ri2 dci ) then

5: sign(Ri)�!ðRi; signatureÞ � pair
6: send, Ri; signatureÞ � pair�!GUi

7: send, Jreq�!GUi

{Steps: 6 and 7 are concurrent.}

8: point, p�!C
{Cloud, C will get the incentive as point, p for corresponding ci}

9: else

10: return ;
11: end if

8Platform must inquire separately about the permission.

9All the active users of the corresponding cluster will be able to use the p on
the time of purchasing any item through our system.
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VI. SECURITY ANALYSIS

� Pseudonymity: GUi is identified by M while sending

Ri. Any other entities who are connected with our plat-

form (i.e., company) are not capable to identify GUi

during interaction with our platform or blockchain

transaction. This provides pseudonymity.

� Privacy: The privacy of users in UL is preserved in the

system. The information of GUi is not preserved by our

platform during its computations. M acts as an interme-

diary between GUi and the company. GUi will receive

Ri but will not be able to trace back the source, user(s)

of the data.

� Integrity: The user data is private for all users.M makes

an access request along with the Ri toGUi.GUi accepts

the access request and permitsM to store and access his

data. If not, the data will not be stored by our platform

and the Ri will not be available to any other entity in

the system. Furthermore, all data access for computing

Ri are stored as transactions on BC. Because of this

access procedure and immutable recording of data

access as transactions in the BC, the integrity of each

user’s data is preserved.

� Accountability: M will be held responsible for any

user data access. The data transaction is processed on

the BC after M’s request for access is accepted by

GUi. So, any transaction of the data can be tracked

by the user.

VII. EMPIRICAL STUDY

A. Computation and Evaluation

We set up a protocol evaluation environment using an

Intel Core i3, CPU-3.5 GHz computer, 4 GB RAM,

Win10, 64-bit OS. We analyze a rating based item to item

recommender system with a rating scale of 1,2,3,4,5.We

measure the time to generate the recommendation for

every guest user. Fig. 8 shows the time for generating a

recommendation for 2 items with several users. The verti-

cal axis shows the serial number of the recommendation

request and the horizontal axis shows the time for generat-

ing the recommendation. The lowest time is nearly 1 ms

for the third request and the highest time is nearly 3.3 ms

for the fifth request.

Fig. 9 shows the time of recommendation generation in mil-

lisecond(ms) versus the serial number of the recommendation

request from 1 to 10. From the resultant graph, we can say that

it is a nonlinear graph. The lowest time is taken by the second

request which is nearly 1 ms and the highest time is taken by

the fifth request is nearly 3.20 ms.

We have built our system and measured the time to produce a

recommendation, where the system recommends items that

others like and are close to the interest of the user. For

Fig. 8. Item to item based with 2 item and several users.

Algorithm 3: Joining Request and Incentive Distribution.

Input: p, Ri; signatureÞ � pair
Output: New GUi

{If guest user accepts the joining request.} GUi �Jreq
1: for (j=0 to i) do

2: if (ci = corresponding cluster) then

3: ci �p
4: end if

5: end for

6: if (verifysignðRi; signatureÞ � pairÞ= verified, Ri) then

7: GUi

Ri�!Recommended company site
8: else

9: return ;
10: end if

11: if (GUi
accepts����!Jreq) then

12: go to, Company, cmp’s site
13: else

14: return ;
15: end if

Fig. 9. Item to item based with 1 item and several users.

Fig. 10. Our system’s recommendation generation with the increasing num-
ber of users.
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calculating the time for generating recommendation in our sys-

tem, we set up our environment with Mozila/5.0(Windows NT

10.0; Win64; x64), AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/70.0.3538.102 Safari/537.36 OPR/57.0.3098.106103.

106.2.2. Fig. 10 shows the recommendation time versus the

number of customers who reviewed our products. Here, the num-

ber of the product is the same in every step but the number of

reviewers is increasing. We are trying to find out the effect of

those products on the recommendation process. From the resul-

tant graph, we can say that it is a non-linear graph. Increasing

reviewer numbers has no direct impact on recommendation com-

putation. Fig. 11 displays the Millisecond (ms) suggestion period

for every 10 steps. We have the constant number of users in this

setting and the number of the product is increasing at every step.

Here, we are trying to figure out the effect of the the products on

the time for a generation of recommendations. From the resultant

graph, we find that it is a nonlinear graph There is no direct

impact on recommendation generation for increasing products.

In Fig. 12 we show the analysis of the Fig. 9 and Fig. 10.

Though our system guarantees the privacy in average it does

not take more time than the item to item based algorithm.

The highest time to generate recommendation in our system

is nearly 2.2 where the item to item based take 3.2 which is

too high than our system’s recommendation generation.

In Fig. 13 we analyze Fig. 8 and Fig. 11 together. Here the

scenario is different because the product number is increasing

in our system. For items, to the item-based algorithm, the

product number is constant that is why at some places our sys-

tem takes more time to generate recommendation than the

item to item based algorithm.

In this platform, if we have a small number of users at the

initial stage then it will not affect running the blockchain.

Because the platform operator will participate in the block-

chain and will operate all the transactions. Only keeping the

transaction records will help this platform to support all the

operation in terms of time complexity.

VIII. CONCLUSION

Recommender system is one of the most popular examples of

Artificial Intelligence (AI) based system. The recommender sys-

tem has a great influence on the revenue of online businesses.

Since choosing one item from a large amount of product list is

challenging task for customers, users also get benefit from recom-

mender systems. In this paper, we propose a secure platform for a

recommender system that guarantees customers data privacy

using a blockchain system. Collecting customer’s data without

ensuring privacy is one of the major problems in recommender

systems. Here, we described a solution to handle this situation. In

our system, companies are not allowed to store or access

customers’ data. The whole process of storing data and sending

recommendation is done by our platform. Our platform crypto-

graphically guarantees privacy by using blockchain to store all

the data transactions. The digital signature confirms the authentic-

ity of customers. Our platform and customers are not fully anony-

mized. Thus, it is not possible here to build dummy profiles to

boost the ranking of their own company. To the best of our

knowledge, a user-centric platform guaranteeing data protection

for the users through cryptographic techniques is first investigated

in this work. Our future research will be to test the new frame-

work for broad-scale consumers, companies, and big data.
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